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1.  Project Administrative Information 
 
 Project Title:  Information Dynamics and Agent Infrastructure 
 Organization:  University of Maryland, College Park 
 AO Number:  K552 
 Contract Number:  F30602-00-2-0578 
 Start Date:  30 Jun 2000 
 End Date: 31 Dec 2001 
 Principal Investigator:  Dr. Ashok K. Agrawala 
 Project URL:  http://www.cs.umd.edu/~shankar/InfoDyn/ 
 

2.  Objective and Approach 
 
The objective of the Information Dynamics Project at the University of Maryland, 
College Park, is to develop a framework for agent-based systems that gives a central 
position to the role of information, time, and the value of information, and to apply this 
framework to develop some agent-based systems.  The expectation is that this emphasis 
will lead to better design and understanding of agent-based systems. 
 
The Information Dynamics project was an approach to complex system design and 
implementation based on the philosophy that a greater understanding of the nature and 
characteristics of information is the key to improvements in system performance, 
maintenance, reliability, and extensibility. 
 
Acquisition, distribution, management, and analysis of information are the fundamental 
purposes behind most complex constructed systems and infrastructures, and yet the 
design and implementation of such systems is fundamentally driven by process-centric 
approaches.  Since information is the essential commodity in these endeavors, we believe 
that an effective design should take into account the fundamental properties of 
information, that is, its characteristics, representation, value, temporal dynamics, fusion, 
distillation, etc.  Information Dynamics is an attempt to bring a degree of rigor to the 
understanding of the nature of information itself and how it is used in the pursuit of 
system objectives. 
 
True innovation in system design and implementation requires a greater understanding of 
both the implicit and dynamic characteristics of information in order to ensure that 
information flows efficiently to the right place at the right time, and in a manner that 
guarantees its correct interpretation.  Our approach to improving the understanding of the 
inherent properties of information is to explicitly consider: 
 

 Properties and dynamics of implicit information 
 Time dependent aspects of information 
 Value (usefulness) of information 
 Consequences of particular representation of information 
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 Dynamics of information requirements 
 
Our efforts focus on application to both synthetic problems and inter-networking 
problems. 
 

3.  Accomplishments 
 

 ARM:  Adapting to Route-demand and Mobility: 
We have applied the information dynamics framework to the problem of 
efficient routing in ad-hoc networks.  Specifically, we have developed a 
control mechanism called ARM (Adapting to Route-demand and Mobility) 
that allows any proactive routing protocol to dynamically adapt in a totally 
distributed manner to changes in node mobility and workload route-demands.  
The ARM agent on each node independently maintains mobility metric 
indicating how fast the neighborhood is currently changing, and a route-
demand metric indicating which destinations are currently involved in data 
forwarding.  Control functions use these metrics to dynamically adjust the 
period and the content of routing updates.  Thus these control functions reflect 
the value of the information on mobility and route demand. 

 
We have applied ARM to the DSDV protocol, coming up with ARM-DSDV, 
and implemented a simulator.  For various mobility and workload scenarios, 
ARM-DSDV typically achieves the same data delivery as DSDV with update 
period optimized for the scenario, while saving up to 60% in routing cost.  
Lower cost gives data traffic more available bandwidth. 
 

 Application of Information dynamics to Link State Routing: 
Link State Routing uses the information about the state of individual links 
gathered at regular intervals.  This information is sent to every node through 
flooding.  However, the state of the network and its links changes very 
rapidly.  As a consequence the value of the state information from the past 
decreases rapidly.  The information dynamics formulation of this problem 
explicitly keeps track of the value of the state information and uses it to 
control the flooding and the route determination.  We tested this approach 
using simulation models and results indicate that we can reduce the routing 
overhead (control) traffic by about three orders of magnitude. 

 
 Attacker-Defender Intelligence Game: 

We have defined an Attacker-Defender Intelligence Game to study in detail 
the basic notions of Information Dynamics and the emergent behaviors that 
may arise as independent agents playing the roles of attackers and defenders 
interact according to defined strategies and constraints.  Attackers and 
defenders move around in a space, scan for adversaries, and exchange 
information with fellow agents.  The attackers’ goal is to destroy certain 
targets (by surrounding them with many more attackers than defenders), and 
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the defenders’ goal is to prevent this.  The game is designed in an 
information-centric manner such that the information available, used and 
exchanged by each agent is explicitly controlled.  The first version of this 
game has been implemented. 

 
 Information Dynamics REF Formulation: 

The Information Dynamics REF was formulated on the Information Dynamics 
research effort being undertaken on this project.  The idea has been to 
demonstrate the applicability of the information dynamics notion such as the 
value of information, to practical problem domains.  During the first year we 
provided the REF leadership and formulated the initial framework for the REF 
that was based on an e-commerce application domain. During the last PI 
Meeting the primary direction of the problem domain evolved to be more 
directly related to the problems originating in the intelligence community. 

 

4.  Technology Transition 
 
The results of this research publicized and made widely available through: 

 Reports and papers available on the internet 
 Presentations in national and international forums 

 

5.  Publications and Presentations 
 
These reports detailing the accomplishments above are attached to this report.  These 
reports, and further details, are available on the project web site 
(http://www.cs.umd.edu/~shankar/InfoDyn); 
 
A. (Jan 2000) Information Dynamics: An Information-centric approach to system 
design(doc).  Proceedings of the International Conference on Virtual Worlds and 
Simulation, January 2000, San Diego, CA. 
 
B. (April 2001) Information Dynamics and Its Applications (ppt).  TASK PIs 
Meeting, Santa Fe, April 2001. 
 
C. (April 2001) Information Dynamics REF (ppt).  TASK PIs Meeting, Santa Fe, 
April 2001. 
 
D. (May 2001) Information Dynamics: An Information-centric Approach to Digital 
Library Interoperability (doc).  NIT 2001 Global Digital Library Development in the 
New Millennium Beijing, China, May 2001. 
 
E. (May/June 2001) Information Dynamics and Interoperability (ppt).  NIT 2001 
Global Digital Library Development in the New Millennium Beijing, china, May 2001, 
and DELOS Digital Library Brainstorming Meeting San Cassiano, Italy, June 2001. 
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F. (October 2001) Information Dynamics:  An Information-centric Approach to 
Digital Library Interoperability (pdf).  Global Digital Library Development in the New 
Millennium, Ching-chih-Chen, ed., Tsinghua University Press, Beijing, China, 2001, pp. 
137-144. 
 
G. (October 2001) REF Example Problem:  ARM Routing in Ad-hoc Networks 
(pdf). 
 
H. (October 2001) REF Example Problem:  Attacker-Defender-Target Game (pdf). 
 
I. (October 2001) REF Example Problem:  Information Dynamics and Link-State 
Routing (pdf). 
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ABSTRACT 
 

Acquisition, distribution, management, and analysis 
of information are the fundamental purposes behind most 
complex constructed systems and infrastructures, and yet a 
process-centric approach is fundamental to the design and 
implementation of such systems. Since information is the 
essential commodity in these endeavors, we believe that an 
effective design should take into account the fundamental 
properties of information: its characteristics, its 
representation, its value, its temporal dynamics, its fusion, 
its distillation, etc.  Information Dynamics is an attempt to 
bring a degree of rigor to the understanding of the nature of 
information itself and how it is used in the pursuit of 
system objectives. 

 
INTRODUCTION 
 

The most significant and far reaching technological 
development of the 2nd half of the last century is the 
development of information technology (IT). Today, IT 
touches nearly every aspect of our lives. And the rapid 
growth of new applications and new technologies assures 
that the trends of the 90’s will accelerate in the current 
decade.  The hardware technology exists to create ever 
more complex systems. However, our ability to design, 
implement, operate, maintain and support complex systems 
lags. We believe that one reason is the paradigm used in 
system design, namely that of the process-centric view of 
system design.  

We propose Information Dynamics as an alternate 
paradigm in which we take an information-centric view. In 
this approach we explicitly consider the role information 
plays in a system, and design the system taking into 
account what information is needed and when, who has the 
information, and what happens to the information as it 
moves from one place to another. In an Information 
Dynamics framework, information is treated as a dynamic 
entity and its dynamics (e.g., location, currency, value) are 
explicitly considered. Any processing of information is 
referred to as “action” that is carried out under the control 
of “choice”.  Any action that carries out a transformation 
or related processing of information consumes resources, 
therefore requiring resources for some period of time, i.e., 
occupying some subspace in resource/time space. All 
actions take time and, therefore, have an impact on the 
dynamics of information that has to be considered in the 
design of a system. “Choice” defines the control 
mechanisms for actions in this framework. Further, we 
associate a “value” (sometimes called “utility”) for the 
information in a particular “Context” and recognize that 
the value of information typically changes with time within 
a given context. 

The use of information for effecting control and other 
decision processes is, of course, not new.  Physical 
systems respond adaptively to linear-quadratic-gaussian 
(LQG) controllers, for example, when the physics is well 
understood and controllers have rigidly compartmentalized 
responsibilities.  But decision making in network-based, 
distributed systems for which there is no nice physics 
poses a different class of problem.  Early investigations 
into distributed decision making lead to a wealth of 
research in game theory and later team theory (e.g. Bascar 

APPENDIX  A
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and Olsder 1982; Greenwald 1998; Owen 1968), but none 
of this work explicitly considered the temporal effects on 
the value of information, and how that affected system 
performance.  Recent literature on autonomous agents (e.g. 
Stone and Veloso 1998; Washington 1998) reports work in 
distributed, multiagent decision making (using, for 
example, state space approaches such as Markov Decision 
Processes) but still fails to consider the temporal issues 
underlying the usage and value of information.  So, while 
information, as an entity, is used in many disciplines, and 
differently in most of them, we are not aware of any 
approaches that explicitly approach the problem with a 
temporal perspective. We believe that Information 
Dynamics is not an incremental extension to any existing 
work, but, informed by this work, takes an orthogonal look 
at the problem.  

In the following sections, we discuss aspects of the 
nature of information, its dynamic properties, and some of 
the implications for complex system design.  We follow 
with an example of the theory applied to a networking 
problem. 

 
WHAT IS INFORMATION? 

 
We all have an intuitive notion of what information 

is, but making this precise is hardly intuitive. Information 
is a property, characteristic, or description of something 
physical, logical, virtual, or conceptual.  That “something” 
may be other information. It may be a group, an action, a 
choice. Or it may be a relationship between any of these 
things.  

Information cannot exist in isolation and has no value 
without a context. It refers to some entity that can be 
logical or physical, can be another piece of information, 
can be information about information, etc.   Relationships 
between information may be direct or indirect, and exist 
whether they are enumerated or not. Relationships may be 
static or dynamic.  

The causality principle applies. Information in the 
present can only affect the future; it cannot change the 
past. It may change the interpretation of the past, but it 
cannot change the past, itself.  Further, delays involved in 
the movement of information assure that our knowledge of 
remote entity is necessarily delayed; the “present” may 
(and typically will) actually reflect a system’s state at some 
past time instant. 

As any system consists of a number of components, 
considering all possible pieces of relevant information and 
their relationships yields an arbitrarily large amount of 
information. In a typical system design only a small 
amount of relevant information is collected and used. 

Note that when two pieces of information are related, 
their relationship may be considered a higher level of 
information. Processing establishes the validity of a 
relationship, or it may be used to derive one piece of 

information from the other. When the relationship is 
explicit, one piece of explicit information yields the second 
piece implicitly. In this regard, we consider information 
that can be derived from other information based on known 
relationships as implicit information. Note that deriving 
such implicit information, i.e. making it explicit, requires 
some processing for carrying out the interrelationship 
calculations.  

 
Information Has Value 

 
Every piece of information can have value within a 

given context. The value of information depends on its use 
and/or purpose. This is the role of context. Clearly the 
value of information changes with time and depends on the 
context and the frame of reference. The value can, and 
often will, depend on its relationships to other pieces of 
information. Within a context, information value can 
typically be quantified. 

 
Value Of Information Is Time Dependent 

 
The value of information typically decreases with 

time within a context. If the information is static, its value 
may also be static (but will change with context).  The 
value of a piece of information may increase or decrease 
due to the discovery or instantiation of new relationships, 
or due to the transformation of some information from 
implicit to explicit.  

 
Information Variable 

 
We use the term “information variable” to refer to a 

piece of information and its associated metadata.  An 
information variable consists (at least) of the following: 

• Descriptor: Qualitatively defines the information 
variable and supplies the rules for interpreting its 
“magnitude”. 

• Type: “primitive” or “composite”. Here primitive 
refers to an information variable as a basic element of 
information whereas composite refers to an 
interrelationship. 

• Magnitude: a bit string associated with the 
information variable (traditionally referred to as its value, 
but that term is used in another way here). Not all 
information is quantifiable. For such information, the bit 
string may represent a text string, or any other symbolic 
form. The Descriptor provides the rules for interpreting the 
string.   

• Provenance: a time indicator, showing the time 
when this information was collected or acquired or the 
time it refers to. It may also include a location indicator 
showing the location the information refers to or the 
location from which it was acquired. 
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• Confidence Indicator: defines the confidence 
measure in the magnitude. This measure is an indicator of 
the quality of the magnitude without any regard for the use 
that may be made of this information. 

• Context vector: defines the context within which 
the information is relevant, enabling a relevance 
computation (e.g., cosine or dot product) to establish the 
importance of this information variable to the task at hand. 
The importance indicator may be only a subjective 
measure of the importance of the information. 

The confidence indicator and context vector are both 
required in order to compute the value of information for 
this variable. The confidence indicator does not change 
with time but the context vector may need to accommodate 
the age of information or the passage of time.  

For an information variable we can define two 
additional functions. The first is a time function that 
indicates how the context vector changes over time. This 
may be a probabilistic function. The second is a fusion 
function, which defines how two pieces of information can 
be combined, or “fused.” 

Note that while all of these components are required 
to fully define an information variable, many times only 
some of these components may be known or available. 
Others are either left unspecified or undefined and, hence, 
unused.  

 
REPRESENTATION OF INFORMATION 
 

We have used the term information to refer to 
abstract, or ideal, information (e.g., the concept behind an 
integer two).  In order to carry out any manipulations on 
information it is essential to have a representation for it 
(e.g., a decimal symbol “2” or binary symbol “10”). Such 
representations are essential to store, move, or process the 
information. We note that some representations may use 
implicit information. For example when we use a data 
structure, it not only defines the representation of some 
quantities but also some relationships.  

An interesting question arises regarding the 
representation of implicit information. As the implicit 
information is expressed through the interrelationships that 
can be processed to make the implicit information explicit, 
we may consider the known relationships as the implicit 
information. However, for the implicit information to 
convey the same meaning to the sender and the receiver, 
the two sites have to have the same understanding of the 
relationships and have a common understanding of how to 
extract any implicit information (make it explicit) from 
some given explicit information.  They must agree on a 
common context. 

 
Capture Of Information 
 

We recognize two processes for capturing 
information:  direct observation and inference. Direct 

observation may be through 
sensing/monitoring/measurement, etc. Such observations 
may be made directly or indirectly. Inference typically 
involves the use of interrelationships to make implicit 
information explicit. In this process we may use induction 
as well as deduction to capture new information.  

It is interesting to note that in this context we may 
treat mathematics as a framework of interrelationships 
with a precise description of context and applicability. A 
framework of deduction and induction is also specified and 
we use these relationships in a variety of contexts invoking 
the implicit information. Analytical results are nothing but 
specified interrelationships with a description of their 
applicability. 

  
Storage Of Information 
 

In order to store information we need a 
representation for it. To use it, we need to retrieve it. A 
representation suitable for storage may not contain all the 
components or all the interrelationships. On retrieving we 
may be able to calculate some of them while others may be 
lost forever. In particular, information relating to time can 
be lost unless time stamping is explicitly done. Note that 
storing information is an action; therefore it requires 
resources and takes time. And all actions generate 
additional information that may or may not be captured. 

 
Movement Of information 
 

As with the storage of information, only explicit 
information can be moved from one location to the other. 
Further, the representation used for moving the 
information has to be such that the receiver can interpret it 
correctly. This requires a common understanding between 
the sender and the receiver which, in turn, may require 
conventions, protocols etc.  

Moving information is an action; it consumes 
resources and time. Systems use networks to move 
information. Of course, a number of issues have to be 
resolved in moving information. Consider an infrastructure 
that can move information from location x to location y. 
First we have to decide who initiates the movement of 
information and why. How does Y know that X has the 
information it needs and how does X know that Y needs 
that information? The knowledge about who has what 
information is a crucial part of the design of a distributed 
system. This phenomenon is quite evident on the Web 
today.  

Let us consider some immediate implications of 
information movement. Moving information from location 
x to location y takes txy time. As a direct consequence of 
this, at y we can only get information from x that is at least 
txy old. Therefore, in a distributed system it is impossible to 
capture the current state of the entire system at any one 
location! 
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Value Of information: Confidence Indicator And 
Context Vector 
 

We may associate a value attribute to any 
information using a confidence indicator and a context 
vector. Clearly the value of information depends on its use 
or purpose (what we call context). The value of 
information changes with time, typically decreasing with 
time. When the underlying system is static, the value may, 
likewise, remain static. Under some circumstances the 
value may increase with time, as later information makes it 
more valuable. In this regard the value of information may 
also be associated with the interrelationships.  

The confidence indicator may be represented by 
uncertainty models. For example, we may be interested in 
the waiting time at a router. When we measure it at time t, 
the measured value may be very precise. However, without 
having any additional measurements, the estimate of the 
waiting time will change, and in particular its variance will 
increase, moving towards the steady state value and the 
steady state variance.   

 
Information Fusion 
 

In the natural world, the amount of available 
information monotonically increases (barring catastrophic 
events such as the burning of the Alexandria library). Its 
effective management requires techniques for reducing, or 
aggregating, it while maintaining its quality. One way of 
distilling the captured information is by retaining higher-
level information reflected through relationships.   

Fusion functions, one of the key elements of 
information dynamics, are another method for distilling 
information. The fusion function permits us to define 
methods by which multiple views of a single information 
variable are combined. Aspects of fusion include 
specifying the effects on magnitudes, values, and 
confidence indicators. We envision several classes of 
fusion functions, corresponding to the characteristics of the 
information under consideration. For example, if we have 
multiple measurements of a single variable, we may fuse 
these measurements using minimum variance estimates to 
determine a single magnitude. If, on the other hand, we 
have single measurements of multiple variables, we may 
call upon known relationships among the variables to 
establish a statistically valid fusion. 

 
Using Information 
 

The use of information requires action.  Action can 
create or capture information, store it, move it, transform 
it, or destroy it. Information can be processed to make 
implicit information explicit, to initiate another action, i.e. 
defining a “choice”, or to activate a physical operation as 
an output.  

As we use it here, the term action refers to processing 
that consumes resources and takes time. As resources 
reside at specific locations, actions are carried out at 
locations. It typically uses information as input, and starts 
under the control of choice. The outcome of an action may 
be additional information, choice, storage of information, 
movement of information, or some physical results in the 
form of commands to actuators, etc. 

  
Choice 
 

We use the term choice to define the control function. 
Choice defines what action has to be carried out where, at 
what time, under what conditions, and using what 
resources. It is based on the information and its 
location/time or value.  

Note that choice is generated by processing 
information. Therefore the relationship between 
information and choice must be part of the implicit 
information. The interrelationships between information 
and choice may be fixed, leading to a hardwired design as 
a design-time choice. When the relationships are dynamic 
the choice has to reflect it.   

 
Distributed Systems 
 

Consider the implications of information dynamics 
on a distributed system. Such a system has a collection of 
entities (processing resources) capable of carrying out 
certain operations. A specific distributed system, designed 
to carry out a specific mission, uses physical resources to 
carry out actions and to store and move information. When 
such a system is interacting with an external physical 
system it also has sensors and actuators.  

A distributed system may be considered a collection 
of nodes with a defined network infrastructure for 
communication among them. Let us examine the 
participation of a node in processing. The node maintains 
its view of the universe in the form of “perceived reality” 
which is based on: 

• Prior model of the Universe, 
• Explicit information received and processed  
The explicit information is processed to integrate it 

with the perceived reality and is based on the model of the 
universe. Depending on the model, which is nothing but a 
collection of interrelationships, it may permit the new 
information to change the model.  

At any node in a distributed system, all actions are 
initiated using the knowledge of its perceived reality that is 
not always explicitly defined or represented. The explicit 
representations may only have been used at design time, 
and the final system may only contain those parts that are 
considered essential for operation, retaining only such 
relationships that may be activated at runtime. 

A far-reaching consequence of the movement of 
information is that the perceived reality at any node 
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CANNOT be assured to be the same as the actual 
reality at any remote node.  Transmission delays assure 
that information received from any remote node is, by 
definition, historic. Further, it is not sufficient to receive 
messages; they must be interpreted and processed to 
integrate them with the local perceived reality. While the 
perceived reality of a node cannot be assured to be the 
same as the actual reality of a remote node, it can be 
consistent with models of remote reality.  (Lamport 
(Lamport 1978) considered similar issues in the context of 
message ordering in distributed systems.  He reached a 
“parallel” conclusion---that when transmission delays are 
not negligible compared to the time between events, it is 
sometimes impossible to say that one event occurred 
before another.) 

 
Receiving Information 
 

Message transfer is the primary means of 
communication in a distributed system. Upon receiving a 
message, a node processes it syntactically to interpret its 
structure. Then it processes it semantically to interpret its 
content, converting it into explicit information. The 
explicit information is then integrated with perceived 
reality, potentially altering the current state and modifying 
the choices made for processing of implicit information.  

 
KEYS TO INFORMATION DYNAMICS 
 

In Information Dynamics we take an information-
centric view of a system and explicitly take into account 
the time dependent aspect of information, the value of 
information, and the role of implicit information. Within 
this framework we organize and design a system based on 
the desired dynamics of information, taking into account 
the constraints of the dynamics of information.   

We believe that Information Dynamics provides a 
new and vital framework for the design and 
implementation of complex systems.  It is also useful for 
planning and decision making.  Effective decisions must 
be based on the appropriate perceived reality, taking into 
account the model of the universe and its dynamics, along 
with the sources of information and their role in defining 
dynamic choices. Clearly the value of information in terms 
of confidence indicators and context vectors, along with 
the changes in the value of information with time, play a 
key role in the planning process--they reflect the dynamics 
of information.  

 
 EXAMPLE: ROUTING 
 

As a concrete example of the impact of information 
dynamics on a practical problem, consider the link state 
routing in a computer network. In this method, routes are 
chosen to be the shortest path from the source to the 
destination as determined according to the current 

knowledge of the state of links. The common practice is 
for the links to periodically measure their state, determine 
the waiting time, and broadcast this information so that all 
nodes have it and can use it in route determination.  

Let us now consider the basic characteristics of the 
performance of a link. In a typical network the link is 
continuously transferring packets, handling the load as it is 
presented to the link. If we consider this link as a server, 
we can characterize its steady state behavior in terms of 
the mean, w, and the variance, v, of the waiting time.   Let 
w(t) be the waiting time at this particular link as measured 
at the link at time t. Assuming that the measurement is 
done correctly, the variance of this measurement, v(t), is 
zero.  Given no additional information about the state of 
the link, our estimate of the waiting time w(t1) at some 
later time t1 will have to be based on w(t) and our 
knowledge of w. This estimate will have a variance, v(t1), 
which will not be zero. In fact, the variance will be an 
increasing function of the difference t1-t, tending towards 
the steady state value v.  Given w(t) and v(t), the actual 
values of w(t1) and v(t1) can be estimated with knowledge 
of the stochastic behavior of the link. 

In this example, the basic information variable is the 
waiting time estimate for the link and the variance estimate 
is its confidence indicator. Recognizing that the transfer of 
the magnitude of w(t) to any other nodes in the network 
takes time, we require that any new estimates be made 
taking into account the information dynamics of the 
situation. Depending on the characteristics of the link, the 
estimates w(t1) and v(t1) may come so close to the steady 
state values w and v that the new measurements will have 
no significant impact on the link information retained by 
another node. As a consequence, we can significantly 
reduce the communication required for supporting link-
state routing while at least maintaining the quality of 
routing decisions, if not improve them, by taking into 
account the variance of the delay estimates. Each node 
does need the steady-state information about the links. 
Note that if the steady state conditions change regularly, 
that knowledge can also be given to individual nodes. The 
key impact, though, is that by taking the value of 
information into account, the information dynamics 
approach allows us to improve the design of the routing 
scheme. 

It is important to understand that although the above 
example uses statistical measures, the information 
dynamics framework is not limited to handling quantitative 
information. We believe that it can be equally effective in 
using other forms of information including qualitative 
information and its value expressions. 

 
CONCLUSIONS 
 

The management of information is at the core of 
many complex systems and yet we employ a process-
centric approach to the design and implementation of such 
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systems. Since information is the essential commodity in 
these endeavors an efficient design should take into 
account the fundamental properties of information. 
Information Dynamics is an attempt to bring a degree of 
rigor to the understanding of the nature of information 
itself. 

The first principle in understanding the generic 
nature of information is recognizing the distinction 
between information and its representation. Computer 
systems are only capable of manipulating representations 
and it is through the processing of representations that we 
attempt to carry out the processing of information. These 
representations are limited in that they capture only a very 
limited portion of the generic information. Moreover, the 
various processing steps change the nature of information 
in ways that are not necessarily intended or anticipated. 
We claim that implicit information must be understood and 
elucidated. 

The second fundamental principle of Information 
Dynamics is that information has value. We claim that 
information only has value in context; in addition to 
context, value may also depend on usage, and may reflect 
other aspects as well. We need to better understand the role 
and properties of this value as we use information directly 
in our systems. Specifically, how does processing affect 
the value of information? How do movement, 
representation, and storage, affect its value? And what are 
the ramifications of this for system design?  

The third fundamental principle of Information 
Dynamics is that the value of information changes with 
time. Typically it decreases but it may alternatively remain 
the same or even increase. Understanding the role time 
plays in the value of information has a clear impact on the 
applicability of information.  Movement of information 
takes time.  When the delay caused by movement becomes 
large, the impact on the value of information may be 
significant enough that further movement may be not only 
unnecessary, but may, in fact, be detrimental. 

The principles of Information Dynamics 
presented here represent an attempt to capture a sufficient 
understanding of the fundamental characteristics of 
information to allow us to better design and implement  
complex systems. Although such an understanding has 
proven elusive, our efforts to date indicate that the 
proposed framework has the potential for bringing about a 
significant advancement in the way information is handled 
in systems. 
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ABSTRACT 
 

Acquisition, organization, management, retrieval, and distribution of information are fundamental 
purposes of digital libraries and their supporting infrastructures. Interoperable digital libraries pose 
particularly difficult system design issues. Interoperability research has focused largely on syntactic 
and semantic interoperability.  In this paper, a third form of interoperability, analytic interoperability is 
proposed, with a framework in which to consider it.  Since information is the essential commodity of 
interest, a comprehensive interoperability design should take into account the fundamental properties 
of information, including representation, composition, relationships, and dynamics. Information 
Dynamics considers how the nature of information can be used to achieve analytic interoperability. 

 
INTRODUCTION 
 

The growth of networked information resources, largely through the Internet and the World 
Wide Web, is both a result and a source of the growing interest in digital libraries. Digital libraries 
have emerged as the vehicle for organizing collections of digital information, much as traditional 
libraries have done for print and related media. They are becoming a major component of the global 
information infrastructure.  But little standardization exists among digital libraries, and it can be argued 
that the international standards process is poorly suited to the rapid pace of technology development 
that has become familiar on the Web.  Alternatively, developers of digital libraries focus more on 
interoperability among heterogeneous, or federated, systems.  Andreas Paepcke i describes these as 
“cooperating systems where individual components are designed or operated autonomously.”  He 
suggests that “the ultimate goal for such a system is to have components evolve independently, yet to 
allow all components to call on each other efficiently and conveniently.” 

The rapid advancement of digital libraries throughout the 90’s and the near-daily announcement of 
new technologies and systems all but assure that these trends will accelerate in the current decade.  The 
hardware technology exists to create ever more complex networks of systems. However, our ability to 
design, implement, operate, maintain and support these increasingly complex systems lags. One reason 
for this is the paradigm used in system design remains largely process-centric, founded on economic 
principles inherited from many generations past of Moore’s Law.   Digital libraries provide the need 
and the opportunity to design around information-centric principles.  

APPENDIX  D
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Information Dynamicsii is an alternate design paradigm that takes such an information-centric 
perspective. In this approach the role information plays is central; system design considers what 
information is needed and when, where the information is, and what happens to the information as it 
moves from one place to another. In an Information Dynamics framework, information is treated as a 
dynamic entity and its dynamics (e.g., location, timeliness, value) are explicitly considered. 
Information processing is performed through actions carried out as a result of explicit choices.  Any 
action that carries out a transformation or related processing of information consumes resources, 
requiring these resources over some period of time.  One can think of this in terms of actions that 
occupy a subspace in resource/time space. All actions take time and, therefore, have an impact on the 
dynamics of information. Further, information is considered to have value within a context and with 
respect to the achievement of a goal.  To this end, the value of information typically changes over time 
within a given context. 

The use of information for effecting time-dependent control and related decision processes is not 
new.  Physical systems respond adaptively to linear-quadratic-Gaussian (LQG) controllers, for 
example, when the physics is well understood and controllers have rigidly bounded responsibilities.  
But decision making in network-based, distributed systems for which there is no nice physics poses a 
different class of problem.  Early investigations into distributed decision-making led to a wealth of 
research in game theory and later team theory, iii,iv,v,vi but none of this work explicitly considered the 
temporal effects on the value of information, and how that affected system performance.  Recent 
literature on autonomous agentsvii,viii reports work in distributed, multi-agent decision-making (using, 
for example, state space approaches such as Markov Decision Processes) but still avoids consideration 
of the temporal issues underlying the usage and value of information.  Interoperability research has 
distinguished between syntactic and semantic interoperability.  While the boundary between them is 
blurry, syntactic interoperability typically refers to agreement on structural relationships within 
communication, while semantic interoperability addresses common interpretations of term usage and 
meaning. But this speaks to how information is shared among heterogeneous components.  While 
information is used throughout these approaches, and differently in most of them, techniques that 
explicitly consider the role of the time/value of information (the when/what) and the reason for 
communicating (the why) are lacking. Analytic interoperability addresses these topics by considering 
intentions, or understanding what the purpose of the interaction is and using this to optimize actions. 

In this paper, the dynamic nature of information is considered with regard to decision processes 
and the resulting implications on the design of interoperable federated digital libraries.  For illustrative 
purposes, information dynamics is first applied to a networking problem. 

 
WHAT IS INFORMATION? 

 
Information is a property, characteristic, or description of something physical, logical, virtual, or 

conceptual, including other information. It may be a group, an action, a choice, or a relationship 
between any of these things. Information has value within a context. Relationships between 
information may be direct or indirect, and exist whether they are enumerated or not. Relationships may 
be static or dynamic. The causality principle applies. Information in the present can only affect the 
future; it cannot change the past. It may change the interpretation of the past, but it cannot change the 
past, itself.  Further, delays involved in the movement of information assure that knowledge of a 
remote entity’s state is necessarily delayed; the “present” system state as understood by any system 
entity will, therefore, actually reflect the collective state of system components at past time instant(s). 

60



Every digital library consists of a large number of functional components and a much larger 
number of digital objects (the contents). Considering all possible pieces of relevant information and 
their relationships yields an arbitrarily large amount of information. In a typical system design only a 
small amount of relevant information is collected and used. 

When multiple pieces of information are related, their relationship may be considered a higher 
level of information. Action is required to establish the validity of a relationship. When the relationship 
is explicit, the related information can be derived implicitly. In this regard, information that can be 
derived from other information based on known relationships is implicit information.  

 
Information Has Value 

 
Information has value (or utility) within a given context.  Context can be considered the domain of 

the utility function relevant to the task at hand.  The value of information may change with time within 
a given context, and its value may differ in different contexts at the same time instant. Information 
value may also depend on relationships with other information. Information is represented in 
information variables that include the item of information and associated metadata.  A context vector 
defines the domain within which a relevance computation (e.g., cosine or dot product) can be made in 
order to establish the importance of the variable to the task at hand. Metadata associated with a 
variable may also include a measure of confidence (e.g., a probability distribution function) by which 
the significance of the variable can be assessed.  The value, or utility, of the variable is a function of 
both context and confidence, both of which may also be a function of time.  Note that while both 
context and confidence are formally required to understand the role of an information variable in a 
system, they are rarely considered explicitly in the design of systems.  

 
Explicit information may be acquired through direct observation, communication, or inference. 

Only explicit information can be communicated.  Implicit information inferred from known 
relationships by different observers or by communicating entities may still differ, unless they also 
share a common context and a common understanding of relationships. 
 

Communication requires agreement on representation and protocol (the how), but that is only the 
beginning.  More fundamental is the determination of what is to be communicated, when, and why;  for 
every action, including communication, consumes resources and time. Knowledge of what information 
is required, and where and when it is needed, is a crucial part of federated system design. But for a 
federated digital library system, it is also the very reason for its existence. 
  
Federated Systems 
 

Consider the implications of information dynamics on a federated system. Such a system has a 
collection of entities (processing resources) capable of carrying out certain operations. A specific 
distributed system, designed to carry out a specific mission, uses physical resources to carry out 
actions and to store and move information. When such a system is interacting with an external physical 
system it may also have sensors and actuators.  

A federated system is a collection of autonomous nodes with an interconnecting infrastructure for 
communication. Each node maintains a perceived reality, based on its prior model of the operating 
environment and explicit information it receives.  Explicit information can be integrated into the model 
to update the perceived reality.  Perceived reality at no node can ever be assured to be identical to 
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actual reality, particularly with respect to non-local events.  Transmission delays assure that 
information received from any remote node is, by definition, historic. Further, it is not sufficient to 
receive messages; they must be interpreted and integrated into the local perceived reality.  

Information Dynamics incorporates an information-centric system view that explicitly considers 
temporal aspects of information, the value of information, and the role of implicit information. Within 
this framework, a system can capitalize on dynamic system behaviors that would otherwise be 
liabilities.  Decisions are explicitly based on perceived reality, taking into account the environmental 
model, its dynamics, information sources, and their interactions. The value of information, conditioned 
on confidence levels and context vectors, plays a key role in system operation.  

 
 EXAMPLE: ROUTING 
 

As a concrete example of the application of information dynamics to a practical problem, consider 
link state routing in a computer network. Shortest path routes from a source to a destination are 
determined according to the current known state of links. Routing algorithms typically measure their 
state (e.g., queue length) periodically, estimate the waiting time, and broadcast this information to 
neighboring nodes, which use it for best-route determination.  

Consider the basic characteristics of link performance. In a typical network each link continuously 
transfers packets, as presented, up to the capacity of the link. Considering a link as a server, its steady 
state behavior can be characterized in terms of the mean, w, and the variance, v, of the waiting time.   
Let w(t) be the waiting time at a particular link as measured locally at time t. Assuming that the 
measurement is done correctly, the variance of this measurement, v(t), is zero.  Given no additional 
information about the state of the link, the estimated waiting time w(t1) at some later time t1 will 
necessarily be based on w(t) and our knowledge of w. This estimate will have a variance, v(t1), which 
will be nonzero. In fact, the variance will be an increasing function of the difference t1-t, tending 
towards the steady state value v.  Given w(t) and v(t), the actual values of w(t1) and v(t1) can be 
estimated with knowledge of the stochastic behavior of the link. 

In this example, the basic information variable is the waiting time estimate for the link and the 
variance estimate is its confidence indicator. Recognizing that communicating w(t) to another node in 
the network takes time, any new estimates should take into account the dynamics of the situation. 
Depending on the characteristics of the link, the estimates w(t1) and v(t1) may come so close to the 
steady state values w and v that the new measurements will have negligible impact on the link 
information retained by another node. As a consequence, communication can be significantly reduced 
for link-state routing without decreasing the quality of routing decisions by considering the variance in 
delay estimates. Each node does need steady-state information about the links. Note that if the steady 
state conditions change regularly, that knowledge can also be shared.  By explicitly considering the 
value of information in this simple algorithm, information dynamics improves the design of the routing 
scheme.ix  Early results suggest a savings of at least 25% in routing control information is achievable 
using information dynamics approaches to link state routing. 

It is important to understand that although the above example uses statistical measures, the 
information dynamics framework is not limited to handling quantitative information. It can be equally 
effective in using fuzzy or purely qualitative information. 

 
DIGITAL LIBRARY IMPLICATIONS 
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A digital library has been defined as “the collection of services and information objects that 
support users in dealing with information objects and their organization and presentation, available 
directly or indirectly via electronic means.”x  This is a sufficient working definition; digital libraries 
allow individuals and organizations to efficiently and effectively identify, assemble, correlate, 
manipulate, and disseminate information resources, regardless of the medium in which the information 
exists. Digital libraries provide tools to navigate and manipulate information in a multimedia, 
multilingual, multidisciplinary world. Task context, user values, and information provenance are 
critical elements in the information seeking process, but have yet to become part of the digital library 
infrastructure.  

But how might information dynamics concepts be introduced into digital library design?  Consider 
the information retrieval functions of digital libraries.  A user formulates a query from a client entity, 
which sends the query to a search engine operating over some set of repositories.  The repositories use 
the query terms to suggest materials in the local collection that may be responsive to the query, and a 
ranked list of responses is constructed.  Either in middleware or in the client, itself, the responses from 
the multiple repositories are merged into a ranked list that is presented to the user, who is then 
responsible for perusing the list in the hope of finding relevant materials.  Much effort has gone into 
developing high performance search engines, typically measured by precision and recall over a test 
corpus.  But while precision and recall are used to evaluate performance in carefully constructed test 
scenarios, the results of these evaluations have not typically been used to control search engine 
performance.  Consider, for example, the results of the TREC6 Conference shown in Figure 1, which is 
a typical display of state-of-the-art performance for information retrieval engines.  While curves with 
higher precision and recall are generally superior, when these systems are placed into operation, the 
user has no control over where on these curves the system will perform for a particular search.  Control 
parameters are set within the system implementation and are totally opaque to the user. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1.  Precision & Recall curves from the TREC6 Conference xi 
 
Information dynamics brings to the fore this kind of trade-off.  It explicitly recognizes that each 

operation is unique, but that there is information available to tailor system performance to the specific 
character of the operation.  For example, consider providing in the user’s query a parameter that 
alludes to the purpose (or goal) of the query.  It may be that the user is only casually familiar with the 
field and needs introductory material.  The search would be more effective, perhaps, by applying 
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substantially more weight to precision than to recall.  As the nature of the query moves from casual 
interest through tutorial (instructional), fact-finding (known-item search), research (focused inquiry), 
to survey (comprehensive exploration), the search engine could deliver more relevant responses by 
progressively shifting its weighting more toward recall and away from precision.  

In like manner, information dynamics suggests strategies to incorporate context into queries.  
Query term ambiguity results in false returns from search engines.  If the user incorporates multiple 
terms into a query, or is encouraged to do so through iterative refinement of a query by responding to 
irrelevant returns from poorly framed queries, the detrimental effects of term ambiguity can be 
reduced.  But information dynamics suggests an alternate approach, capitalizing on the term 
disambiguation refinement work of ontologies and entry vocabularies.xii If the search engine is given 
sufficient information to limit the domain of search, there is reason to believe that the precision of 
returned results would improve.  

Information retrieval operations in digital libraries are largely state-less transactions, particularly 
across multiple patrons.  In stark contrast to the way reference librarians learn and improve their 
performance, later users of search engines rarely benefit from earlier searches conducted by those 
engines.  But they could.  Just as caching improves communications performance by capitalizing on 
temporal aspects of information demand, information retrieval can benefit from prior searches of like 
nature with a similar context.  This represents the very early stages of analytic interoperability. 

Digital library research has touched on analytic interoperability, without using the term.  Several 
research projects have examined implicit and explicit collaborative techniques for improving an 
individual’s success in information retrieval, for example, by capitalizing on prior search activities 
conducted by other individuals.xiii xiv Query languages and tools identify digital library materials across 
federated collections that are similar to the characteristics expressed in the query. These characteristics 
focus on the information artifact and are only beginning to consider non-bibliographic attributes to 
improve the search. Examples include identifying the types of individuals who have been reading 
specific material, the value they associated with it, and the paths they traversed to find it. These 
approaches require instrumented digital libraries, in order to build the perceived reality and set the 
context that will enable improved performance at the user-level.  This goes beyond issues of 
functionally compatibility among federated systems, to a mission-oriented control structure designed to 
improve both the qualitative and quantitative performance as perceived directly by the end-user. 

Digital libraries face significant technology challenges. These include real time ingest (capturing, 
interpreting, cataloging, and indexing high rate multimedia data flows in real time), federating 
distributed repositories (organizing heterogeneous distributed information sources into comprehensive 
discipline-oriented, user-accessible repositories), and cross-lingual interaction (automatically accessing 
and using information across multiple natural languages).xv  Information dynamics holds the potential 
to raise the level of interoperability among users and digital libraries from a high dependence on 
syntax, structure, and word choice to greater exploitation of semantics, context, and concepts, thereby 
extending information search and filtering beyond purely bibliographic criteria to include contextual 
criteria related to the task, to the user, and to the time constraints of the user. 

Scalability and interoperability are well-known, fundamental requirements for digital libraries. 
Scalable repository technology must support the federation of thousands of repositories, present to the 
user a coherent collection of millions of related items, and do this rigorously across many disciplines. 
Information dynamics holds the potential of addressing these issues with more than brute force 
bandwidth and capacity. As the size and complexity of information objects increases, so does the 
bandwidth required to use these objects. Time-critical applications requiring real-time interactivity 
push the bandwidth requirements even higher. Broadband interoperability refers to the dramatic 
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changes in the user’s work style that become feasible when the user’s inputs are no longer constrained 
to a few keystrokes or mouse clicks. Information-centric design founded on context, utility (or 
information value), and temporal relationships offer the potential for real-time adaptation of scalable 
network and repository services  

 
 

CONCLUSIONS 
 

Whereas information management is the mission of complex systems, process management 
remains the dominant design and implementation approach.  Since information is the essential 
commodity, effective design strategies should explicitly address the fundamental properties of 
information. The first principle is to recognize the distinction between information and its 
representation. Computer systems are only capable of manipulating representations and it is through 
the processing of representations that we attempt to carry out the processing of information. These 
representations are limited in that they capture only a limited portion of the generic information. 
Moreover, processing changes the nature of information in ways that are not necessarily intended or 
anticipated. Implicit information must also be understood and elucidated. 

The second fundamental principle of Information Dynamics is that information has value in 
context. Processing affects the value of information. Movement, representation, and storage also affect 
information value. But the ramifications on system design are rarely considered. The third fundamental 
principle of Information Dynamics is that the value of information changes with time. Understanding 
the role time plays in the value of information impacts the applicability of information.  
Communication of information takes time.  When the delay caused by communication becomes large, 
the value of the information may be reduced sufficiently that its communication may not only have 
been unnecessary, but may, in fact, be detrimental. 

The principles of Information Dynamics presented here represent ongoing work to understand 
the fundamental characteristics of information within a federated system context. The objective is to 
develop information-centric models of system design and operation.  The framework has shown the 
potential for bringing about a significant advancement in the way information is handled in systems. 
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ABSTRACT

Acquisition, organization, management, retrieval, and distribution of information are fundamental
purposes of digital libraries and their supporting infrastructures. Interoperable digital libraries pose
particularly difficult system design issues. Interoperability research has focused largely on syntactic
and semantic interoperability.  In this paper, a third form of interoperability, analytic interoperability is
proposed, with a framework in which to consider it.  Since information is the essential commodity of
interest, a comprehensive interoperability design should take into account the fundamental properties
of information, including representation, composition, relationships, and dynamics. Information
Dynamics considers how the nature of information can be used to achieve analytic interoperability.

INTRODUCTION

The growth of networked information resources, largely through the Internet and the World
Wide Web, is both a result and a source of the growing interest in digital libraries. Digital libraries
have emerged as the vehicle for organizing collections of digital information, much as traditional
libraries have done for print and related media. They are becoming a major component of the global
information infrastructure.  But little standardization exists among digital libraries, and it can be argued
that the international standards process is poorly suited to the rapid pace of technology development
that has become familiar on the Web.  Alternatively, developers of digital libraries focus more on
interoperability among heterogeneous, or federated, systems.  Andreas Paepcke i describes these as
“cooperating systems where individual components are designed or operated autonomously.”  He
suggests that “the ultimate goal for such a system is to have components evolve independently, yet to
allow all components to call on each other efficiently and conveniently.”

The rapid advancement of digital libraries throughout the 90’s and the near-daily announcement of
new technologies and systems all but assure that these trends will accelerate in the current decade.  The
hardware technology exists to create ever more complex networks of systems. However, our ability to
design, implement, operate, maintain and support these increasingly complex systems lags. One reason
for this is the paradigm used in system design remains largely process-centric, founded on economic
principles inherited from many generations past of Moore’s Law.   Digital libraries provide the need
and the opportunity to design around information-centric principles.
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Information Dynamicsii is an alternate design paradigm that takes such an information-centric
perspective. In this approach the role information plays is central; system design considers what
information is needed and when, where the information is, and what happens to the information as it
moves from one place to another. In an Information Dynamics framework, information is treated as a
dynamic entity and its dynamics (e.g., location, timeliness, value) are explicitly considered.
Information processing is performed through actions carried out as a result of explicit choices.  Any
action that carries out a transformation or related processing of information consumes resources,
requiring these resources over some period of time.  One can think of this in terms of actions that
occupy a subspace in resource/time space. All actions take time and, therefore, have an impact on the
dynamics of information. Further, information is considered to have value within a context and with
respect to the achievement of a goal.  To this end, the value of information typically changes over time
within a given context.

The use of information for effecting time-dependent control and related decision processes is not
new.  Physical systems respond adaptively to linear-quadratic-Gaussian (LQG) controllers, for
example, when the physics is well understood and controllers have rigidly bounded responsibilities.
But decision making in network-based, distributed systems for which there is no nice physics poses a
different class of problem.  Early investigations into distributed decision-making led to a wealth of
research in game theory and later team theory, iii,iv,v,vi but none of this work explicitly considered the
temporal effects on the value of information, and how that affected system performance.  Recent
literature on autonomous agentsvii,viii reports work in distributed, multi-agent decision-making (using,
for example, state space approaches such as Markov Decision Processes) but still avoids consideration
of the temporal issues underlying the usage and value of information.  Interoperability research has
distinguished between syntactic and semantic interoperability.  While the boundary between them is
blurry, syntactic interoperability typically refers to agreement on structural relationships within
communication, while semantic interoperability addresses common interpretations of term usage and
meaning. But this speaks to how information is shared among heterogeneous components.  While
information is used throughout these approaches, and differently in most of them, techniques that
explicitly consider the role of the time/value of information (the when/what) and the reason for
communicating (the why) are lacking. Analytic interoperability addresses these topics by considering
intentions, or understanding what the purpose of the interaction is and using this to optimize actions.

In this paper, the dynamic nature of information is considered with regard to decision processes
and the resulting implications on the design of interoperable federated digital libraries.  For illustrative
purposes, information dynamics is first applied to a networking problem.

WHAT IS INFORMATION?

Information is a property, characteristic, or description of something physical, logical, virtual, or
conceptual, including other information. It may be a group, an action, a choice, or a relationship
between any of these things. Information has value within a context. Relationships between
information may be direct or indirect, and exist whether they are enumerated or not. Relationships may
be static or dynamic. The causality principle applies. Information in the present can only affect the
future; it cannot change the past. It may change the interpretation of the past, but it cannot change the
past, itself.  Further, delays involved in the movement of information assure that knowledge of a
remote entity’s state is necessarily delayed; the “present” system state as understood by any system
entity will, therefore, actually reflect the collective state of system components at past time instant(s).

88



Every digital library consists of a large number of functional components and a much larger
number of digital objects (the contents). Considering all possible pieces of relevant information and
their relationships yields an arbitrarily large amount of information. In a typical system design only a
small amount of relevant information is collected and used.

When multiple pieces of information are related, their relationship may be considered a higher
level of information. Action is required to establish the validity of a relationship. When the relationship
is explicit, the related information can be derived implicitly. In this regard, information that can be
derived from other information based on known relationships is implicit information.

Information Has Value

Information has value (or utility) within a given context.  Context can be considered the domain of
the utility function relevant to the task at hand.  The value of information may change with time within
a given context, and its value may differ in different contexts at the same time instant. Information
value may also depend on relationships with other information. Information is represented in
information variables that include the item of information and associated metadata.  A context vector
defines the domain within which a relevance computation (e.g., cosine or dot product) can be made in
order to establish the importance of the variable to the task at hand. Metadata associated with a
variable may also include a measure of confidence (e.g., a probability distribution function) by which
the significance of the variable can be assessed.  The value, or utility, of the variable is a function of
both context and confidence, both of which may also be a function of time.  Note that while both
context and confidence are formally required to understand the role of an information variable in a
system, they are rarely considered explicitly in the design of systems.

Explicit information may be acquired through direct observation, communication, or inference.
Only explicit information can be communicated.  Implicit information inferred from known
relationships by different observers or by communicating entities may still differ, unless they also
share a common context and a common understanding of relationships.

Communication requires agreement on representation and protocol (the how), but that is only the
beginning.  More fundamental is the determination of what is to be communicated, when, and why;  for
every action, including communication, consumes resources and time. Knowledge of what information
is required, and where and when it is needed, is a crucial part of federated system design. But for a
federated digital library system, it is also the very reason for its existence.

Federated Systems

Consider the implications of information dynamics on a federated system. Such a system has a
collection of entities (processing resources) capable of carrying out certain operations. A specific
distributed system, designed to carry out a specific mission, uses physical resources to carry out
actions and to store and move information. When such a system is interacting with an external physical
system it may also have sensors and actuators.

A federated system is a collection of autonomous nodes with an interconnecting infrastructure for
communication. Each node maintains a perceived reality, based on its prior model of the operating
environment and explicit information it receives.  Explicit information can be integrated into the model
to update the perceived reality.  Perceived reality at no node can ever be assured to be identical to
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actual reality, particularly with respect to non-local events.  Transmission delays assure that
information received from any remote node is, by definition, historic. Further, it is not sufficient to
receive messages; they must be interpreted and integrated into the local perceived reality.

Information Dynamics incorporates an information-centric system view that explicitly considers
temporal aspects of information, the value of information, and the role of implicit information. Within
this framework, a system can capitalize on dynamic system behaviors that would otherwise be
liabilities.  Decisions are explicitly based on perceived reality, taking into account the environmental
model, its dynamics, information sources, and their interactions. The value of information, conditioned
on confidence levels and context vectors, plays a key role in system operation.

 EXAMPLE: ROUTING

As a concrete example of the application of information dynamics to a practical problem, consider
link state routing in a computer network. Shortest path routes from a source to a destination are
determined according to the current known state of links. Routing algorithms typically measure their
state (e.g., queue length) periodically, estimate the waiting time, and broadcast this information to
neighboring nodes, which use it for best-route determination.

Consider the basic characteristics of link performance. In a typical network each link continuously
transfers packets, as presented, up to the capacity of the link. Considering a link as a server, its steady
state behavior can be characterized in terms of the mean, w, and the variance, v, of the waiting time.
Let w(t) be the waiting time at a particular link as measured locally at time t. Assuming that the
measurement is done correctly, the variance of this measurement, v(t), is zero.  Given no additional
information about the state of the link, the estimated waiting time w(t1) at some later time t1 will
necessarily be based on w(t) and our knowledge of w. This estimate will have a variance, v(t1), which
will be nonzero. In fact, the variance will be an increasing function of the difference t1-t, tending
towards the steady state value v.  Given w(t) and v(t), the actual values of w(t1) and v(t1) can be
estimated with knowledge of the stochastic behavior of the link.

In this example, the basic information variable is the waiting time estimate for the link and the
variance estimate is its confidence indicator. Recognizing that communicating w(t) to another node in
the network takes time, any new estimates should take into account the dynamics of the situation.
Depending on the characteristics of the link, the estimates w(t1) and v(t1) may come so close to the
steady state values w and v that the new measurements will have negligible impact on the link
information retained by another node. As a consequence, communication can be significantly reduced
for link-state routing without decreasing the quality of routing decisions by considering the variance in
delay estimates. Each node does need steady-state information about the links. Note that if the steady
state conditions change regularly, that knowledge can also be shared.  By explicitly considering the
value of information in this simple algorithm, information dynamics improves the design of the routing
scheme.ix  Early results suggest a savings of at least 25% in routing control information is achievable
using information dynamics approaches to link state routing.

It is important to understand that although the above example uses statistical measures, the
information dynamics framework is not limited to handling quantitative information. It can be equally
effective in using fuzzy or purely qualitative information.
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DIGITAL LIBRARY IMPLICATIONS

A digital library has been defined as “the collection of services and information objects that
support users in dealing with information objects and their organization and presentation, available
directly or indirectly via electronic means.”x  This is a sufficient working definition; digital libraries
allow individuals and organizations to efficiently and effectively identify, assemble, correlate,
manipulate, and disseminate information resources, regardless of the medium in which the information
exists. Digital libraries provide tools to navigate and manipulate information in a multimedia,
multilingual, multidisciplinary world. Task context, user values, and information provenance are
critical elements in the information seeking process, but have yet to become part of the digital library
infrastructure.

But how might information dynamics concepts be introduced into digital library design?  Consider
the information retrieval functions of digital libraries.  A user formulates a query from a client entity,
which sends the query to a search engine operating over some set of repositories.  The repositories use
the query terms to suggest materials in the local collection that may be responsive to the query, and a
ranked list of responses is constructed.  Either in middleware or in the client, itself, the responses from
the multiple repositories are merged into a ranked list that is presented to the user, who is then
responsible for perusing the list in the hope of finding relevant materials.  Much effort has gone into
developing high performance search engines, typically measured by precision and recall over a test
corpus.  But while precision and recall are used to evaluate performance in carefully constructed test
scenarios, the results of these evaluations have not typically been used to control search engine
performance.  Consider, for example, the results of the TREC6 Conference shown in Figure 1, which is
a typical display of state-of-the-art performance for information retrieval engines.  While curves with
higher precision and recall are generally superior, when these systems are placed into operation, the
user has no control over where on these curves the system will perform for a particular search.  Control
parameters are set within the system implementation and are totally opaque to the user.

Figure 1.  Precision & Recall curves from the TREC6 Conference xi

Information dynamics brings to the fore this kind of trade-off.  It explicitly recognizes that each
operation is unique, but that there is information available to tailor system performance to the specific
character of the operation.  For example, consider providing in the user’s query a parameter that
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alludes to the purpose (or goal) of the query.  It may be that the user is only casually familiar with the
field and needs introductory material.  The search would be more effective, perhaps, by applying
substantially more weight to precision than to recall.  As the nature of the query moves from casual
interest through tutorial (instructional), fact-finding (known-item search), research (focused inquiry),
to survey (comprehensive exploration), the search engine could deliver more relevant responses by
progressively shifting its weighting more toward recall and away from precision.

In like manner, information dynamics suggests strategies to incorporate context into queries.
Query term ambiguity results in false returns from search engines.  If the user incorporates multiple
terms into a query, or is encouraged to do so through iterative refinement of a query by responding to
irrelevant returns from poorly framed queries, the detrimental effects of term ambiguity can be
reduced.  But information dynamics suggests an alternate approach, capitalizing on the term
disambiguation refinement work of ontologies and entry vocabularies.xii If the search engine is given
sufficient information to limit the domain of search, there is reason to believe that the precision of
returned results would improve.

Information retrieval operations in digital libraries are largely state-less transactions, particularly
across multiple patrons.  In stark contrast to the way reference librarians learn and improve their
performance, later users of search engines rarely benefit from earlier searches conducted by those
engines.  But they could.  Just as caching improves communications performance by capitalizing on
temporal aspects of information demand, information retrieval can benefit from prior searches of like
nature with a similar context.  This represents the very early stages of analytic interoperability.

Digital library research has touched on analytic interoperability, without using the term.  Several
research projects have examined implicit and explicit collaborative techniques for improving an
individual’s success in information retrieval, for example, by capitalizing on prior search activities
conducted by other individuals.xiii xiv Query languages and tools identify digital library materials across
federated collections that are similar to the characteristics expressed in the query. These characteristics
focus on the information artifact and are only beginning to consider non-bibliographic attributes to
improve the search. Examples include identifying the types of individuals who have been reading
specific material, the value they associated with it, and the paths they traversed to find it. These
approaches require instrumented digital libraries, in order to build the perceived reality and set the
context that will enable improved performance at the user-level.  This goes beyond issues of
functionally compatibility among federated systems, to a mission-oriented control structure designed to
improve both the qualitative and quantitative performance as perceived directly by the end-user.

Digital libraries face significant technology challenges. These include real time ingest (capturing,
interpreting, cataloging, and indexing high rate multimedia data flows in real time), federating
distributed repositories (organizing heterogeneous distributed information sources into comprehensive
discipline-oriented, user-accessible repositories), and cross-lingual interaction (automatically accessing
and using information across multiple natural languages).xv  Information dynamics holds the potential
to raise the level of interoperability among users and digital libraries from a high dependence on
syntax, structure, and word choice to greater exploitation of semantics, context, and concepts, thereby
extending information search and filtering beyond purely bibliographic criteria to include contextual
criteria related to the task, to the user, and to the time constraints of the user.

Scalability and interoperability are well-known, fundamental requirements for digital libraries.
Scalable repository technology must support the federation of thousands of repositories, present to the
user a coherent collection of millions of related items, and do this rigorously across many disciplines.
Information dynamics holds the potential of addressing these issues with more than brute force
bandwidth and capacity. As the size and complexity of information objects increases, so does the
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bandwidth required to use these objects. Time-critical applications requiring real-time interactivity
push the bandwidth requirements even higher. Broadband interoperability refers to the dramatic
changes in the user’s work style that become feasible when the user’s inputs are no longer constrained
to a few keystrokes or mouse clicks. Information-centric design founded on context, utility (or
information value), and temporal relationships offer the potential for real-time adaptation of scalable
network and repository services

CONCLUSIONS

Whereas information management is the mission of complex systems, process management
remains the dominant design and implementation approach.  Since information is the essential
commodity, effective design strategies should explicitly address the fundamental properties of
information. The first principle is to recognize the distinction between information and its
representation. Computer systems are only capable of manipulating representations and it is through
the processing of representations that we attempt to carry out the processing of information. These
representations are limited in that they capture only a limited portion of the generic information.
Moreover, processing changes the nature of information in ways that are not necessarily intended or
anticipated. Implicit information must also be understood and elucidated.

The second fundamental principle of Information Dynamics is that information has value in
context. Processing affects the value of information. Movement, representation, and storage also affect
information value. But the ramifications on system design are rarely considered. The third fundamental
principle of Information Dynamics is that the value of information changes with time. Understanding
the role time plays in the value of information impacts the applicability of information.
Communication of information takes time.  When the delay caused by communication becomes large,
the value of the information may be reduced sufficiently that its communication may not only have
been unnecessary, but may, in fact, be detrimental.

The principles of Information Dynamics presented here represent ongoing work to understand
the fundamental characteristics of information within a federated system context. The objective is to
develop information-centric models of system design and operation.  The framework has shown the
potential for bringing about a significant advancement in the way information is handled in systems.
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Step 1 - Start Step 2 - Engage

Step 3 - Disengage Communication - Enlarged
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oqp�aepfY�z{��`7Y�Y�X�\�V 9 �vk[Q�Xu^�X�T�S#V�O�V�y�|vo�X�\�^&prV}Y�Q�Xvy��¤O�`7Y�X�~�\�X�x2y�X�V�T�z{T�S7afy�|uV�`7\�X
ÈwÉ�È.Êòy��¤O�`�Y�Xu~
\�X�x2y�X�V�T�pfX�^vS#V�X�^�Y�X���o�X�afS7Z Y�Q�XuS#��Y�pf|`ba[y��¤O�`7Y�Xu~
\�X�x2y�X�V�T�prX�^¯�
k[Q�X$\�X�ac`7Y�pf�#X$��X�\�~�S2\�|`7V�T�XG`7V�O�T�Sq^�Y.`7Y[Y�Q�X�^�XA~
\�X�x#y�X�V�T�pfX�^A`7\�XA��\�X�^�X�VqY�X�O�`#^3Y�Q�X
^�X�T�S#V�O�Vqy�|vo�X�\�^!prVWY�Q�XG\�X�a�`�Y�pf�#X$|uX�Y�\�pcT�^AT�S7afy�|uV�^��

è�Q�X�VmT�S2|u��`7\�X�OI`7Y[Y�Q�XAS#��Y�pf|`ba�ÈwÉ�È.Êhy��?O�`7Y�X&~�\�X�x#y�X�V�T�pfX�^�_�NP°&g,�+ÈwÉ�È&Ê
`#T�QqpfX��#X�^�o�X�Y�Y�X�\IOqX�a�pf�#X�\�zd\�`7Y�pfS�^��{k�Qqp�^KprV�O2pcT�`7Y�X�^uY�Q�`�YKN$°.gW�+ÈwÉ�È&Ê S#��X�\�`7Y�X�^
Z[pfY�Q,��\�S2��X�\A�'`bafy�XvS7~�y��¤O�`7Y�Xÿ~�\�X�x#y�X�V�T�pfX�^��Ak[Q�XG\�S2y�Y�pfV��T�S�^�Y�^�S7~�NP°&g,�+ÈwÉ�È&Ê
`7\�X$\�X�`#^�S#V�`7oqafX$~
S#\[|uS�^�Y&S7~Y�Q�Xv^�T�X�V�`7\�pfS�^��

c �x� Ç Õ��3Ú�!+ÚóÙ�Ühñ�Ø�Ù7Ù�â�Ö#Ó �
g,S2oqp�aepfY�zu��`7Y�Y�X�\�V ; |�SUOqX�ac^.`w^�X�`7\�T�Q`7V�O�\�X�^�T�y�X.S2��X�\�`7Y�prS2V���i.S�OqX�^[`7\�X[afS�T�`7Y�X�O
\�X�ac`7Y�pf�#X�afzuT�arSq^�X[pfVuY�Q�X[o�X���prV�VqpfV����3N&~�Y�X�\5Q�`bafY�pfV��$~
S#\EpfV�O2pr�2pcOqy�`baeacz�O2p(��X�\�X�VqY�Y�pf|uX
��X�\�pfS�O�^Il
afX�^�^$Y�Q�`7V��,^�X�T�S#V�O�^�t�_5`baea!V�S�OqX�^G\�X���X�`7Yv�,^�X�T�S#V�O�^wS7~[|uS7�#pfV��{`7V�O{�
^�X�T�S#V�O�^3S7~���`7y�^ pfV��vy�V�Y�p�a�Y�Q�X&X�V�OIS7~^ pf|Kyqac`7Y�prS2V���³+VqpfY�pc`baeafz,`baea¤V�S�OqX�^3|uS7�#X.Z[pfY�Q
; |�Ð'^�X�T&l�õ�� ; ]q|�Ð�Q�\�t`�V�OGY�Q�X�V�_�`b~
Y�X�\ ; Î#Î$^�X�T�S#V�O�^¯_#Y�Q�X�zw|uS7�#X!`7Y�Y�Q�X�pfV�T�\�X�`2^�X�O
^���X�X�OIS7~ ; Îw|�Ð'^�X�Tÿl�õ ; ]�|�ÐbQ�\�ty�VqY�peaY�Q�XAX�V�OIS7~^ pf|vyqa�`�Y�pfS#V���è}X6Q�`b�#X$`7V�S#Y�Q�X�\
T�`#^�XvS7~�|uS#oqpeaepfY�z,Z.Q�X�\�XvV�S�OqXu^���X�X�O�^wT�Q�`7V��2X$~
\�S#|çÎu|�Ð7^�X�TwY�S�#Î�|�Ð'^�X�T�l 9 Î#Í
]�|�ÐbQ�\�t��

¶Epf�#y�\�X 9 õP^�Q�S7Z6^5Q�S7ZÇV�S�OqX�^3|uS7�#X[S7�#X�\�Y�Q�XAY�pf|uXX��`7Y3Y�pf|uX 9 Î2ÎG^�X�T�S#V�O�^¯_#Y�Q�X
V�SUOqX�^.`�\�XG^���\�X�`#OIS7�#X�\.Î�� �7]�|�d 9 ]q|,��k[Q�X�\�XG`�\�X.~
S#\�Y�zvV�S�OqX�^��!j3`#T�QV�S�OqXGQ�`#^
p�OqX�VqY�pcT�`ba�V�y�|vo�X�\6S7~�T�S#V�V�X�T�Y�pfS#V�^&Y�Sv\�`7V�OqS2|vafz,^�X�afX�T�Y�X�O���X�X�\�^��

¶Epf�#y�\�X 9 Í�^�Q�S7Z6^&Y�Q�Xu^�T�X�V�`7\�prSW��`7\�`7|�X�Y�X�\�^��G¶�S#\AX�`#T�QsV�S�OqX^���X�X�O?_`baea�Y�Q�X

;#;
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At 0 second At x second

¶Epf�#y�\�X 9 õ½&�gWS#oqpeaepfYnzW��`7Y�Y�X�\�V ;

Í@Î�Ï�Ð�ÑlÒ+Ð�Ó'Î�ÏMÔ�Ò$Õ�ÖX×�ÒRØ+Ï�Ù
Ú�Û;Ü¢Ü¢ÝÞÚ�ß$à�Û;Ü á;ß�â�ãÞß ß$à�ä8ÝvM ñ��Áë0�äî\ï¸ÿÃ÷dø�õ�ëdì¸ó¸ïuëdùpñ,ó¸ô'õ¬ö±÷dî��b(nìuëdÿ¤ñ¯/÷¶ö&óuëdî��nóuëdÿ�ô
Ú�Û;Ü¢Ü¢ÝÞÚ�ß$à�Û;Ü å�æ�ã~â�ß$à�ÛçÜQM �Ãì¸ô�	
å¢è;é6ß ê�Ý;Ü¦ë�ßíìQMgO ����î�	'ó¸ô'ó¸ì
å¢è;é6ß ã�â�ßíÝhMgO ���ÃòGö�	�ð^ô'ó¸ì�þ&ì¸ôn	
��ñ,ÿÃùGôÖï�î��U	'î����,ô�	'óuëdî��,ì MJU ���#���i¢ØA×�ð�Ó'ü6Ò4j�k�Î�ÒXÏ�Ó>üml;Ó'Ó'Ï0n�ülñ:omð�×òØ+ÑlñòÒ$ÎMÑlñ:o�Ó�n½Î�ð+oN�;Ó'Õ¦Ò4jÞÕ�ð�Î�üqp%Ù
)<ì¸òGôÖô'õ M �¤ÿ�þ&ì¸ô�	`ó¸ê,ô��G���Ãÿ�þ&ì¸ôn	�� U ���Ãì¸ô�	�� O �¤ï¸ñb�,ì�*
)<ì¸òGôÖô'õ M �¤ÿ�þ&ì¸ô�	`ó¸ê,ô��G���Ãÿ�þ&ì¸ôn	�� U ���Ãì¸ô�	�� O �¤ï¸ñb�,ì�*
¶Epr�2y�\�X 9 Í¯&�É�T�X�V�`�\�pfS��`7\�`7|uX�Y�X�\�^3S7~�|uS#oqpeaepfY�z���`7Y�Y�X�\�V ;

��S�^�^nproqafX6T�S2|KoqpfV�`7Y�prS2V�^�S7~�V�X�Y�Z[S#\�]$T�S#V�V�X�T�Y�pfS#V�^3`7V�Ow��`#T�]2X�Y\�`�Y�X�^�`7\�X.^ pf|vyqac`7Y�X�O
`bac^�S��

¶Epf�#y�\�X 9 �A^�Q�S7Z6^5OqX�a�pf�#X�\�zK\�`7Y�pfS�^5S7~�N$°.gW�+ÈwÉ�È.Ê�`7V�OvÈwÉ�È.Ê�~
S#\�Í#Î$T�S#V�V�X�T��
Y�pfS#V�^.Z�prY�Q,�v��`#T�]#X�Y�^�Ð'^�X�TA��`#T�]2X�Y.\�`7Y�X#�3k[Q�XGV�S�OqXK^���X�X�O�^6`�\�XGÎv|�Ð'^�X�TAY�Q�X�Vµ�#Î
|�Ð'^�X�T7�&NP°.gW�+ÈwÉ�È&Êù`#T�QqprX��2X�^$Í#����ô��ÌZ.QqpearX�Y�Q�XGo�X�^�YGOqX�aepr�2X�\�z,\�`�Y�pfSS7~!ÈwÉ�È&Ê
p�^ÿõR��� ; �ù`7Y 9 Îvy��¤O�`�Y�X7Ð'^�X�T7�

k[Q�Xw\�S#y�Y�pfV���T�S�^�Y[pc^A^�Q�S7Z.V�pfVsY�Q�XG\�pr�2Q�Y.�2\�`7��Q,S�~L¶Epf�#y�\�X 9 ���!k[Q�Xw\�X�ac`7Y�pf�#X
T�S�^�Y`7YvS#��Y�pr|I`ba6ÈwÉ�È.Ê¸y��¤O�`7Y�XI~�\�X�x2y�X�V�T�z�pc^Iõ'��� 9 ��{N$°.gW�+ÈwÉ�È&Ê `#T�QqpfX��#X�^
o�X�Y�Y�X�\AOqX�a�pf�#X�\�z,\�`7Y�prS�Z.QqpearXv^���X�V�O2pfV���|vy�T�QIarX�^�^[pfV,\�S#y�Y�pfV��Y�\�`b±mT7�

k5`7oqafX ; ��\�X�^�X�VqY�^&\�X�ac`7Y�pf�#Xv|uX�Y�\�p�T�^�~
S#\P`'a�a�Y�Q�Xv^ pf|Kyqac`7Y�prS2V�^�T�X�V�`7\�pfS�^AS7~�|uS2�
oqp�aepfY�zd��`7Y�Y�X�\�V ; ��Ï�S#|u��`�\�X�O�Y�Ss|uS#oqpeaepfYnz���`7Y�Y�X�\�V 9 _�Y�Q�X�^�`b�2prV��q^wpfVd\�S#y�Y�pfV��
T�S�^�YG`7\�Xv|vy�T�Qµ�2\�X�`7Y�X�\��w°[X�ac`7Y�pf�#X�OqX�a�pf�#X�\�zµ\�`7Y�pfS�^$`7\�Xvo�X�Y�Y�X�\A~
S#\$NP°&g,�+ÈwÉ�È&Ê
prV�`baea�Y�Q�X6T�`#^�X�^�_2prV�O2pcT�`7Y�prV���Y�Q�`7Y�N$°.gW�+ÈwÉ�È&Ê `2O�`7��Y�^�Z[X�aea�Y�S$�'`�\�pfS#y�^3|uS#oqpeaeprY�z

; �
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¶Epf�#y�\�X 9 ��&�®5X�\�~
S#\�|`7V�T�X7Ð7T�S�^�Y[S7~�|uS#oqpeaeprY�z���`7Y�Y�X�\�V ;

`7V�O�\�S2y�Y�X��+OqX�|`7V�OI��`7Y�Y�X�\�V�^��

ý<ö�	�ð^ô'ó r7ñpÿ¤ùGô'ï ��òGô'ô'õ 4�ò,óuëdÿ�ö±÷Uö��põ üDô�÷¶ö&óuë��^ô üDô�÷¶ö�óuë��\ôï�ö�ó¸ô î�� )Ìÿ�þ�ì+* ì¸ñ,ùGî\ò,óuëdÿ�ö±÷ òGôÖï«�Ìî\ï«/ 	'î\ì¸ó
)Ìò,ð�ó¸ì�þ&ì+* 	'î����pôn	 / õ,ì¸õb�ÞñpòGõsö&ó¸ô ÿ�ö��b	'ô )-s[*óuëdî��pì �Ìï¸ômt�ñ,ô���	'ø )-s[*

)Ìÿ�ì
(\ì�þ�ì+*O U � �Ãó¸êpôn�$��� O � � O ����"0� O ���¯" U �wu¯" � O ���¯" U
�Ãó¸êpôn�$��� O � � O ����"0� OwO �¯" � ���¯" � O ���¯" �

��� �Ãó¸êpôn�$��� O � � O � O "0� O � U " � �wu¯" � O ���¯" U
�Ãó¸êpôn�$��� O � � O ����"0� OwOxU " � ���¯" O	O ���¯" �

� U � �Ãó¸êpôn�$��� O � � O ����"0� O ���¯" � �wu¯" � O ���¯" U
�Ãó¸êpôn�$��� O � � O ����"0� OwOyO " � ���¯" � O � U " �

��� �Ãó¸êpôn� O � O � � O ����" O	O � O " � ���¯" � O � U " �
�Ãó¸êpôn�$��� O � � O �wu�"0� OwO �¯" � � U " � O � U " �

k5`7oqafX ; &�°[X�ac`7Y�pf�#Xv|uX�Y�\�pcT�^[S7~�|uS#oqpeaeprY�z���`7Y�Y�X�\�V ;

c ��� Ç Õ��3Ú�!+ÚóÙ�Ühñ�Ø�Ù7Ù�â�Ö#Ó �
k[Q�X�\�XK`�\�XGY�Z[SvYnzq��X�^&S7~�V�SUOqX�^&pfVW|uS#oqpeaeprY�zW��`7Y�Y�X�\�Vs��_�`#^&^�Q�S7Z.V�pfVµ¶Epf�#y�\�X ; Î��
k[Q�X.¡�\�^�Y�Y�zq��X.S7~�V�S�OqX�^[`7\�X.|uS2oqp�afX$�#X�QqpcT�afX�^[Y�Q�`�Y!`7\�X&S#\���`7VqpfÑ�X�O�pfV�Y�SwY�Z!S$\�S'ZA^��
k[Q�Xv\�S7Z6^.\�y�VspfVµS2����S�^ pfY�XIO2pr\�X�T�Y�pfS#V�^$S#VsY�Q�XvQqpf�#QqZ.`�z#�wj�`#T�Qs\�S7Z´Q�`#^AY�Z[X�VqYnz
V�SUOqX�^���k[Q�X,^�X�T�S#V�ORYnzq��X�S�~PV�S�OqX�^u`7\�X,^�Y�`7Y�pcT�`7V�O}afS�T�`7Y�X�OÇ`�YKo�S#Y�QÇ^ pcOqX�^�S7~
Y�Q�XvQqpr�2Q�Z.`bz#�Kj3`#T�Q�^�Y�`7Y�pcTw�#\�S#y��WQ�`#^AY�Z[X�V�Y�z�V�S�OqX�^��GÊ�X�QqpcT�afX,^���X�X�O�^G�I|�Ð'^�X�T
l 9 Íw]�|�Ð'^�X�Tbt�pfV,Y�Q�XAarS7Zh|�S#oqpea�pfY�z,T�`#^�XG`�V�O 9 Îw|�Ð'^�X�Twln�2ôG]q|�Ð'^�X�Tbt�pfV,Y�Q�X$Qqpf�#Q

; �
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zI{}|�~ � ~ � � ������� � �}�

¶Epf�#y�\�X ; Î�&�gWS#oqpeaepfYnzW��`7Y�Y�X�\�Vm�

Í@Î�Ï�Ð�ÑlÒ+Ð�Ó'Î�ÏMÔ�Ò$Õ�ÖX×�ÒRØ+Ï�Ù
Ú�Û;Ü¢Ü¢ÝÞÚ�ß$à�Û;Ü á;ß�â�ãÞß ß$à�ä8ÝvM ñ��Áë0�äî\ï¸ÿÃ÷dø�õ�ëdì¸ó¸ïuëdùpñ,ó¸ô'õ¬ö±÷dî��b(nìuëdÿ¤ñ¯/÷¶ö&óuëdî��nóuëdÿ�ô
Ú�Û;Ü¢Ü¢ÝÞÚ�ß$à�Û;Ü å�æ�ã~â�ß$à�ÛçÜQM �Ãì¸ô�	
å¢è;é6ß ê�Ý;Ü¦ë�ßíìQMgO ����î�	'ó¸ô'ó¸ì
å¢è;é6ß ã�â�ßíÝhMgO � O �Ãòsö�	�ð\ô'ó¸ì�þ�ì¸ô�	
��ñ,ÿÃùGôÖï�î��U	'î����,ô�	'óuëdî��,ì M ����� U �i¢ØA×�ð�Ó'ü6Ò4j�k�Î�ÒXÏ�Ó>üml;Ó'Ó'Ï0n�ülñ:omð�×òØ+ÑlñòÒ$ÎMÑlñ:o�Ó�n½Î�ð+oN�;Ó'Õ¦Ò4jÞÕ�ð�Î�üqp%Ù
)<ì¸òGôÖô'õ M �¤ÿ�þ&ì¸ô�	��#�����Ãì¸ô�	�� O �Ãï¸ñ��,ì�*
)<ì¸òGôÖô'õ MPO �Ãÿ�þ�ì¸ô�	���������ì¸ô�	�� O �Ãï¸ñ��pì�*
¶Epr�2y�\�X ;�9 &�É�T�X�V�`�\�pfS��`7\�`7|uX�Y�X�\�^3S7~�|uS#oqpeaepfY�z���`7Y�Y�X�\�V,�

|uS#oqpeaeprY�z,T�`#^�X#�
j�`2T�Q��#\�S#y���S7~K^�Y�`7Y�pcTWV�SUOqX�^�S#��X�V�Y�Q�X{^�`7|�XµVqy�|vo�X�\�S7~KT�S2V�V�X�T�Y�pfS#V�^�Y�S

V�SUOqX�^wpfV�Y�Q�XS2Y�Q�X�\u^�Y�`7Y�pcTI�#\�S#y�����k[Q�XI\�pf�#QqYv¡��#y�\�X�pfVé¶Epf�#y�\�X ; Îµ^�Q�S'ZA^$Y�Q�X
|uS7�#X�|uX�VqYGS7~.Y�Q�XO�`�Y�`�Y�\�`b±mTw~
\�S#| Y�Q�XvafX�~�Yv�#\�S#y��{Y�SWY�Q�X\�pr�2Q�Yw�#\�S#y�����k[Q�X
|uS#oqpeaeprY�zI��`7Y�Y�X�\�Vupc^.^�y�T�QIY�Q�`7Y.`baeaT�S#V�V�X�T�Y�pfS#V�^[V�X�X�OIY�Sw�#SvY�Q�\�S#y��2QuY�Z!Sw|uS#oqpeafX
�#X�QqpcT�arX�^A|�S'�2pfV��wprVWS#����Sq^ pfY�XGO2pf\�X�T�Y�pfS#V�^��[È$`7Y�`ÿY�\�`b±mT�pfV,Y�Q�X$S2Y�Q�X�\.O2pr\�X�T�Y�pfS#V�pc^
^ pf|vpea�`�\��$k[Q�X$afS7Z´��`2T�]#X�Y&\�`7Y�Xÿp�^ 9 ��`#T�]2X�Y�Ð'^�X�Tw`7V�O�Y�Q�XwQqpf�#Qs��`#T�]2X�Y.\�`7Y�Xÿpc^ 9 Î
��`#T�]2X�Y�^�Ð'^�X�T7�

¶Epf�#y�\�X ;�9 ^�Q�S7Z6^3Y�Q�XG^�T�X�V�`7\�pfSI��`7\�`7|�X�Y�X�\�^��5N&a�a�Y�Q�XGT�S#|voqpfV�`7Y�pfS#V�^&S7~Vqy�|u�
o�X�\AS7~�V�X�Y�Z[S#\�]IT�S#V�V�X�T�Y�pfS#V�^�_���`#T�]#X�Y[\�`7Y�X�^�_�`7V�O�V�SUOqXv^���X�X�O�^A`7\�XG^npr|vyqac`7Y�X�O?�

¶Epf�#y�\�X ;#; ^�Q�S'ZA^6OqX�aepf�#X�\�zs\�`7Y�prSq^.S7~�N$°.gW�+ÈwÉ�È&Êù`7V�O,ÈwÉ�È&Êî~�S2\6Y�Q�XvT�`#^�X
S7~ ; ÎWT�S#V�V�X�T�Y�pfS#V�^�_ 9 ÎW��`#T�]#X�Y�^�Ð'^�X�TwafS�`#O?_�`7V�O}Y�Q�X��#X�QqpcT�afX,^���X�X�OdS7~6�W|�Ð'^�X�T7�
² X�\�X#_3N$°.gW�+ÈwÉ�È.Ê `2T�QqpfX��#X�^uÍí���eõX�¸Z.QqpearXWY�Q�X�o�X�^�YOqX�aepr�2X�\�zd\�`7Y�pfSsS7~PÈwÉ�È&Ê

; �
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1 Introduction

Information Dynamics is a framework for agent-based systems that gives a central position to the

role of information, time, and the value of information. We illustrate system design in the Infor-

mation Dynamics Framework by developing an intelligence game called ADT involving attackers,

defenders and targets operating in some space of locations. The goal of the attackers is to destroy

all targets. Target destruction takes place when the number of attackers in the target's neighbor-

hood exceeds the number of defenders in this neighborhood by a value WINNING DIFFERENCE.

The goal of defenders is to prevent attackers from achieving their goal.

The model that we present has attributes that, when appropriately used, can generate either

statically or dynamically features such as:

� hierarchy of agents (e.g., information collectors and controllers)

� information fusion

� restricted communication models

�This work is supported partly by DARPA/ Rome Labs, Department of the Air Force, under contract

F306020020578 to the Department of Computer Science at the University of Maryland. The views, opinions, and/or

�ndings contained in this report are those of the author(s) and should not be interpreted as representing the o�cial
policies, either expressed or implied, of the Department of Air Force, DARPA, DOD, or the U.S. Government.

APPENDIX  H
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2 Model

2.1 Space

The game is played on a rectangular board of size XMAX by YMAX. Each location L is identi�ed

by its (x,y) coordinate, 0 � x < XMAX, 0 � y < YMAX, and can be in one of two states,

accessible or inaccessible. Accessible locations can be occupied by one or more entities involved in

the game. Inaccessible locations can not be occupied by any entity. For a given location L we

de�ne neighborhood of L as:

neighborhood(L) = fall accessible locations X for which jX:x� L:xj � 1 and jX:y� L:yj � 1

and not (X.x = L.x and X.y = L.y)g

2.2 Entities involved in the game

The board is populated with following entities:

� attacker agents

� defender agents

� targets

Each agent has a unique identi�er. The parameters ENTITY IDS and INITIAL POSITIONS describe,

respectively, the identi�ers and initial positions of the entities on the board. At each instant an

entity occupies one accessible location of the board. An accessible location can have one of the

following con�gurations of entities at any instant:

� empty

� one or more attacker

� one or more defender

� a target

2.3 State of the agent

The state maintained at each agent contains a set of variables encoding the information that the

agent gathered, for example, the time-stamped history of scan results, received messages, and

results of move operations. Moreover the agent's state may contain any information that agent

derived from its state.

2.4 Allowed actions for attackers and defenders

An agent at location L can perform following actions:

� Move(loc): to a location loc in its neighborhood. The operation returns boolean value of

true when the move succeeded and false when the operation failed (due to the location being

inaccessible, occupied by a target, or occupied by agents of di�erent type).
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� Scan(loc): a neighboring location. The result of the scan operation consists of following data:

{ occupancy type - speci�es the type of entities at the location. Possible values are:

� 0 - empty location

� 1 - location occupied by the agents of the same type

� 2 - location occupied by the agents of the opposite type

� 3 - location occupied by a target

� 4 - inaccessible location

{ expected number of entities at the location (used for occupancy type 2)

{ maximal deviation from the expected value (used for occupancy type 2)

There is a function SCAN RESULT FUNCTION that de�nes distribution of values.

� Chat(agent id(s)): communicate with other agents. An agent can send one message to

CHAT DEGREE other agents of its kind. The message may contain part or all of the perceived

world information of the agent. The message is sent using the destination agent's identi�er

as the receiver address. An agent can receive multiple messages from other agents of its kind.

2.5 Strategy of the agent

Each agent de�nes a STRATEGY FUNCTION that implements its logic of execution. The function

may make use of the agent's state and perform actions allowed for the agent.

2.6 Allowed target actions

At each instant a target is located at a board location. The target can move to a neighboring empty

location. Each target has a distribution function TARGET MOVE DIST de�ning the probability of

target to move to one of neighboring locations or to stay at the current location.

Notes: The TARGET MOVE DIST function may depend on location or its neighborhood. For

example, the function may de�ne equal probabilities for 8 neighboring locations and currently

occupied location. On the other hand we can have the distribution preferring moves in a given

direction.

2.7 Goal of the attackers

The goal of the attackers is to destroy all targets. The destruction of a target takes place when

the number of attackers in the target's neighborhood exceeds the number of defenders in this

neighborhood by WINNING DIFFERENCE.

2.8 Goal of the defenders

The goal of the defenders is to prevent attackers from destroying targets.
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3 Sample strategies

3.1 Attacker's strategy

Each of attacker agents executes following strategy:

� move randomly searching for a target

� once the target is sensed decide whether to chase. To do so agent performs random selection

between two choices: follow the target or ignore the target.

� if the attacker decides to follow the target it starts moving in direction of board position

where the target was last sensed. Moreover the attacker sends messages to other attackers

giving them coordinate of the current target's location.

� each agent that is not currently chasing a target and receives message from other agent starts

moving towards the direction speci�ed in the message

� the chase ends once either the chased target is destroyed or a speci�ed timeout expires

3.2 Defender's strategy

Each of defender agents executes following strategy:

� move randomly searching for a target

� once the target is sensed and the number of other defenders in the neighborhood is smaller

than speci�ed value the defender remains near the target

� if the defender �nds out that the number of attackers exceeds the number of defenders in

the target's neighborhood, it sends messages to other defenders which includes endangered

target's location

� each defender that is not currently protecting any targets and receives the message starts

moving towards the location speci�ed in the message

� the defense stops once the number of attackers in the target's neighborhood becomes smaller

than the number of defenders in this area

4 The simulator

We developed a software package that may be used to perform simulation of agents' behavior in

the environment described above. The user speci�es strategy functions for each entity taking part

in the game and the system performs discrete simulation. Figure 1 illustrates the board situation

as seen in the user interface at some intermediate points of a ADT game evolution.
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Figure 1: Example intermediate points in an ADT game evolution. The left �gure shows attackers

and defenders searching for targets. The middle �gure depicts agents converging near the chosen

target. The right �gure shows the perceived view of the world seen by one attacker.
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Abstract 

Information Dynamics [Agrawala, 2000] is an information-centric framework that provides a 

sufficient understanding of the characteristics of information used in systems for better system 

design and implementation. In this paper, we describe how to improve link -state routing based 

on this framework. Link-state routing protocols such as OSPF (Open Shortest Path First) 

[Moy, 1991] are currently used in many networks. In link -state routing, routes are determined 

based on link-delay estimates, which are periodically flooded throughout the network. This 

flooding of link-delay estimates is done without considering the relevance of these estimates to 

routing quality, i.e. without taking into account the usefulness of the link -delay information. 

We have developed a new approach that improves link -state routing by estimating future link 

delays and flooding these estimates only to the extent that they are relevant. This means that 

we consider the dynamics of the link -delay information and its usefulness. Simulation studies 

suggest that our approach can lead to significant reductions in routing traffic with noticeable 

improvements of routing quality in high-load conditions, demonstrating the effectiveness of 

the framework. We plan to further investigate the conditions where our information-dynamics 

approach is better than the standard approach.  

                                                 
1 This work is supported partly by DARPA/Rome Labs, Department of the Air Force, under contract F306020020578 to the 
Department of Computer Science at the University of Maryland. The views, opinions, and/or findings contained in this report 
are those of the author(s) and should not be interpreted as representing the official policies, either expressed or implied, of the 
Department of Air Force, DARPA, DOD, or the U.S. Government. 
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1.  Introduction  

Information plays a major role in the operation of systems. In general, such information used 

in or generated by systems is also dynamic in nature. The Information-Dynamics framework 

[Agrawala, 2000] provides a new perspective for systems with a focus on information, 

information usefulness (or “value”), and the changes of information and its usefulness over 

time. Hence, with the framework, we can better understand the interactions between different 

components of a system that uses information. Such better understanding provides a basis for 

better system design and implementation. In this paper, we apply the information-dynamics 

framework to network systems. In particular, we focus on link -state routing where we show 

that the dynamic nature of link-delay information plays a key role in determining the 

dissemination of this information, and that the understanding of this role eventually leads to 

more efficient routing. 

In link-state routing, each node in the network maintains a view of the current state of the 

network. The view is essentially a graph with vertices corresponding to the network nodes, 

edges corresponding to network links, and for each link, a cost representing an estimate of the 

current delay on the link. Each node makes (periodic and/or event-driven) measurements of 

the state of each of its outgoing links. It periodically constructs an estimate for the current 

delay on the link from these state measurements, and floods these link-delay estimates to all 

other nodes in the network [Peterson, 1996; Rosen, 1980] so that other nodes can update their 

views. Each node periodically uses its view to compute least-cost paths to all other nodes, 

where the cost of a path is the sum of the costs of all the links in the path. When a node 

receives a workload packet, it forwards the packet to the neighbor that is the next node in the 

least-cost path to the destination node of the packet. 

The information-dynamics framework defines the interactions of entities (the basic building 

blocks of a system) in terms of information, thereby providing guidance on how a link-state 

routing system can be improved. In the framework, agents are defined as active entities that 

have capabilities to autonomously perform operations or actions, and that can also initiate 

actions. The nodes in a network are agents because they initiate routing activities (series of 

actions), i.e. periodic view and route updates.  
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Each agent has its perceived reality, i.e. its view on the world. Each node as an agent 

maintains its perceived reality that includes its network-state view, routes, and route costs. A 

context of an agent is a relevant part (to given information) of the agent’s perceived reality 

that includes a goal and the cost involved in achieving the goal. In link-state routing, given 

link-delay information, each node has a context. The goal of each node in a link -state routing 

system is to route workload packets toward minimizing the end-to-end delays. Each node 

takes actions with the information, such as using and broadcasting information, in order to 

accomplish its goal. The main cost involved is the overhead of broadcasting link-delay 

estimates. The information-dynamics framework allows us to consider this context of each 

node in improving link -state routing.  

The key concept in this whole framework is the notion of information dynamics, that is, the 

fact that the usefulness of information as well as information itself may change over time. This 

notion is a basis for improving link -state routing because in a network, the delays of links in a 

network are dynamic and the confidence level of link-delay information propagated to other 

nodes in link-state routing decreases over time. To help make use of such dynamic 

information, particularly in link -state routing the usefulness of information, the framework 

associates the notion of information utility to an agent as the benefit that the agent can receive 

by using the information. The utility function of the agent quantifies the benefit. Thus, the 

concept of information utility provided by the framework helps understand how the nodes in a 

link-sate routing system can evaluate link -delay information that they exchange. This 

understanding allows us to improve link-state routing by considering the utility.  

With its utility function, an agent is bound to take actions toward maximizing the utility. The 

context of the agent for information is the domain of the utility function. Since the purpose of 

link-state routing is to provide information for accurate estimation of the current link delays at 

low cost, the utility of to-be-sent or received link -delay information may be determined by the 

closeness of the information to the current delay and the cost of the broadcast.  

The usefulness of information to an agent in the context is the difference between the utility 

achieved with the information and the utility without it. Based on the usefulness of 

information, an agent decides whether or not to request, send, receive, store, or use the 

information. The information-dynamics framework allows us to understand that the usefulness 
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of link-delay information to a node in the context of link-state routing is decided by 

considering its utility, i.e. based on its contribution to the accurate estimation of the current 

link delays and its overhead. 

This research is motivated by the fact that in link -state routing, each node floods its link-cost 

estimates without regard to whether the estimates will lead to less costly paths. From an 

information-dynamics perspective, the usefulness of the link -cost information is not 

considered. This could result in significant unnecessary routing traffic. We propose a new 

approach that allows each node to disseminate link-cost information only when necessary (for 

estimating the current link delays i.e., when the information is useful), thereby leading to 

routing-traffic reduction. This reduction is the primary benefit of our approach. 

Ideally, a workload packet should be routed based on the delays it will encounter at each link 

of the path at the time the packet gets to the link. That is, for each link along a potential route, 

the node doing the routing needs an estimate of the link delay at the (future) time when the 

workload packet would arrive at the link. We refer to this future delay as encountered delay. 

In the standard link -state routing, the encountered delay of a link is estimated by the 

exponential average of past link-state measurements. In our approach, each node estimates the 

encountered delay of a link based on a model of the dynamic change of the expected link delay 

given an instantaneous link-delay measurement. This estimation technique allows us to 

consider the dynamics of not only the link-delay information but also its usefulness. We expect 

that this estimation technique can improve the workload performance (e.g., delay, throughput). 

This improvement is an additional benefit of our approach. 

The remainder of the paper is as follows: in Section 2, we give a more formal description of 

the problem that is addressed. We then present the approach that we take in Section 3. The 

experiments are presented in Section 4. In this section, we describe the network configuration 

and scenarios for our simulation studies, and present the preliminary comparison results 

obtained from these studies. Section 5 briefly surveys major related works. Finally, Section 6 

concludes our work and summarizes our future work. 
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2.  Problem Formulation 

For a link, we treat the delay x  at time t as a stationary stochastic process )}({ tx . Thus, the 

mean and variance of )(tx  are constant (independent of time t). Let m  and 2σ  denote the 

mean and variance, respectively. Also, the autocorrelation function 
2}])(}{)([{ στ mtxmtxE −+−  depends only on the lag τ  and not on time t . Let )(τρ  

denote this autocorrelation function. 

Consider the instantaneous conditional mean and variance, respectively, of the delay given a 

measurement 0x  at time 0t : 

})(|)({ 00 xtxtxE = , where tt <0  

})(|)({ 00 xtxtxVar = , where tt <0  

If no other measurement is available, we expect the instantaneous conditional mean to change 

from 0x  towards m  over time. Similarly, we expect that the instantaneous conditional 

variance to change from zero to 2σ  over time. When the measurement is made, the 

conditional variance is zero because the measurement is valid at that time. 

Our approach is to develop estimates for the functions })(|)({ 00 xtxtxE =  and 

})(|)({ 00 xtxtxVar = . Then we will use these estimates to do selective broadcasts and 

determine least encountered-cost paths.  

3.  Approach 

We assume that the conditional mean decays exponentially over time to its steady-state value. 

Based on this assumption, we use  

)1)((),,(ˆ )0(
0000

ttexmxttxm −−−−+= α  ( 0tt ≥ ) 
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as an estimate of })(|)({ 00 xtxtxE = , where α  is a non-negative constant to be determined. 

This is illustrated in Figure 1. Similarly, we use an exponential-decaying estimate ),,(ˆ 00
2 ttxσ  

for })(|)({ 00 xtxtxVar = , as illustrated in Figure 2.  

0t t

m

0x

),,(ˆ 00 ttxm

 

Figure 1 Evolution of the instantaneous conditional delay-mean estimate 

0t

2σ

t
0

),,(ˆ 00
2 ttxο

 

Figure 2 Evolution of the instantaneous conditional delay-variance estimate  

Given these estimation functions, a node computes the encountered delay of a packet on a 

path as follows. Let the path have links  ...,,, 21 ll nl , and let the node send the packet into the 

path at time 0t . Let )(ˆ tm il  be the function estimating the encountered delay on link il  at time 

t . The estimated encountered delay for the packet on link 1l  is )(ˆ 0
1 tm l . The estimated 

encountered delay for the packet on link 2l  is ))(ˆ(ˆ 0
1

0
2 tmtm ll + . And so on. So the estimated 

encountered delay for the packet on the path is given by: 

(...)ˆ...)))(ˆ(ˆ)(ˆ(ˆ))(ˆ(ˆ)(ˆ 0
1

0
2

0
1

0
3

0
1

0
2

0
1 nllllllll mtmtmtmtmtmtmtm ++++++++  
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Computing path costs in this way, the node would route the packet on the path with the least 

encountered-delay estimate. Each node determines the least-cost paths using the standard 

shortest-path algorithm [Dijkstra, 1959] as in link -state routing. Thus routing is as in standard 

link-state routing except for the path-cost computation. To do this computation, each node 

maintains a view as in link-state routing except that a measured delay and measurement time 

are kept for each link. The node updates its view of a local link (i.e., a link outgoing from itself) 

whenever a workload packet is sent on that link. The node updates its view of a remote link 

whenever it receives a measurement update for the link. View updates are not periodic. 

At each view update, each node broadcasts the updated delay information to its neighbors only 

if the estimated encountered delay on the corresponding link at that time is significantly 

different from the steady-state mean. This is how the node determines the dynamic usefulness 

of the updated delay information with respect to routing-quality improvement, and broadcasts 

only useful information. We assume that every node knows the steady-state value of each link. 

Hence, no propagation of link-delay measurements is required beyond some point; if a node 

does not receive any measurement for a link, it will use the steady-state value. 

Each node maintains a routing table that indicates the next hop for each destination. With its 

view for all links, each node updates its routing table by computing the least-cost paths to all 

the other nodes just before it decides which of its outgoing links to send the packet onto when 

it receives a workload packet. This update technique is called the “just-in-time route-update” 

method. This method allows each node to determine the least-cost paths for the most recent 

time using the most recent delay information for each link. If the periodic-update scheme of 

link-state routing were used, the link delays estimated using our approach would be used 

without any change until the next route-update time. The problem with this is that these 

estimates could be different from the steady-state values. Thus, the periodic scheme is not 

suitable for our approach. 

4.  Simulation 

To show the overall applicability of this approach to link-state routing, we compared via 

simulation a routing scheme using our approach with SPF (Shortest Path First), a link-state 

routing technique. We call our routing scheme the InfoDyn (Information-Dynamics) scheme. 
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For simulation studies, we used MaRS, the Maryland Routing Simulator [Alaettinoglu, 1994; 

Shankar, 1992]. We tried SPF with two kinds of link -cost functions, a delay cost function and a 

hop-normalized-delay function [Khanna, 1989]. 

4.1  Network configuration and scenarios 

We conducted studies for the NSFNET-T1-backbone topology. In this configuration, there 

are 14 nodes connected via 21 links. Each link represents two one-way channels. Each node 

can process a data packet of 544 bytes in 1 ms, and each link channel has 183 KB (1.4 Mbps) 

bandwidth. We initially assume that there is no propagation delay for each link. 

In this network, a workload is generated by FTP source and sink pairs. These sources and 

sinks are connected to nodes. FTP is regulated by a flow-control mechanism and an 

acknowledgement mechanism with retransmission. The flow-control mechanism is a static 

window-based scheme implemented in MaRS. This scheme consists of two windows: produce 

and send windows. We set the produce-window size to infinity, and the send-window size to 

eight. Also, we initially use 120 seconds as the total simulated time. 

There are two kinds of FTP flows: regular and on-off flows. In each regular flow, the source 

starts transmitting packets at time 0, and sends as many packets as possible with an inter-

packet production delay of 1 ms. For each on-off flow, there are alternating constant-length on 

and off intervals. Each on-off flow starts at a different time (from 0 to 24 seconds), and has a 

different length (from 20 to 120 seconds). Also, a certain number of packets are produced at 

once at the beginning of on intervals while no packets are produced during off intervals. The 

number of packets for each on interval is determined so that the packets of that number would 

be successively transmitted during the on interval without any flow-control mechanism and 

without any other flow. Specifically, the number is the length of an on interval divided by the 

transmission time of a data packet, where the transmission time is the packet size divided by 

the link bandwidth.  

We initially consider five scenarios in this network configuration: N0 – N4. The level of 

queuing delay of these scenarios is high: in the best cases (lowest-average-delay cases after 

parameter tuning) of using SPF with 1 second route-update intervals, the average queuing-

delay portions of the average round-trip delay per packet are around 94 %. Also, the 
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utilizations (the average fractions of the time when packet  queue size > 1) range from 0.73 to 

0.74. There are 121 FTP flows in Scenario N0 to N3, and 131 flows in Scenario N4. Table 1 

shows the differences between the scenarios. In particular, Scenario N4 has two hot spots 

(each of which receives packets from every other node). 

Table 1 Differences in the FTP-flow characteristics between scenarios 

Scenario Number             
of Regular Flows 

Number             
of On-Off Flows 

Length of On-Off 
Intervals (Seconds) 

N0 60  61   5 
N1 60  61 10 
N2 60  61 15 
N3   0           121   5 
N4 55  76   5 

 

4.2  Preliminary results 

For the InfoDyn scheme, we used an exponential-change-rate (α ) value and a threshold value 

for the selective broadcast of routing packets, during each simulation run for each scenario. 

We tried seven threshold values. Also, we tried eight α  values across the full value range in 

each of these different-threshold-value cases. As the steady-state value of each link in each 

simulation run using the InfoDyn scheme, we used the sample delay mean of the 

corresponding link computed in a simulation run using SPF with 1 second route-update 

intervals for the same scenario. 

The use of the InfoDyn scheme without any routing-packet broadcast (thereby with only local-

link view update) is called the InfoDyn Short-Term Steady-State (STSS) case. Hereafter, “best” 

means leading to the lowest average round-trip delay per packet.  

4.2.1  InfoDyn Short-Term Steady-State (STSS) case 

The InfoDyn STSS case with the best α  of the exponential model results in 3 to 8 % 

reduction in the Average (Avg) Round-Trip (RT) delay per packet and 4 to 22 % reduction in 

the standard deviation (STD) in all scenarios compared with the best cases of using SPF with 

1, 10, and 30 second route-update intervals - we obtained the best result of using SPF for each 

combination of a route-update-interval length and a scenario by tuning several cost-function 

parameters. Figure 3 shows these reductions. Note that there are no routing packets sent out 

in this InfoDyn case while 75,642, 7,602, and 2,562 routing packets are sent out with 1, 10, and 
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30 second route-update intervals, respectively, in the SPF cases. These results imply that when 

every node knows the “long-term” steady-state delay-mean values of all links and uses our 

routing approach, flooding requirements can be significantly reduced with noticeable 

reductions in the average delay and the variance, compared with the standard link-state routing 

approach where each node periodically broadcasts “short -term” steady-state values 

(exponential averages) for link delays. 
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Figure 3 Reductions in the average round-trip delay and STD of InfoDyn STSS 

4.2.2  Impact of routing-packet broadcast 

For each scenario with a fixed α  value, the average delay and STD are almost the same across 

simulation runs with different threshold values except for those runs where a very large 

number of routing packets are broadcast. For example, Figure 4 shows the impact of varying 

the threshold value in Scenario N3 (the all-on-off case) when the best α  is used. There are 

three charts. The left-most and middle charts indicate the changes in the average delay and 

STD, respectively, depending on the threshold value used. The right-most chart shows the 

numbers of routing packets used for different threshold values. The smaller the threshold 

value, the more routing packets are sent out. When about 40,000 routing packets are used (the 

100 ms threshold-value case), there are 0.53 ms and 0.66 ms increases in the average delay and 

STD, respectively, compared with 152.03 ms average delay and 92.24 ms STD of the best case 

(the 130 ms threshold-value case). Similar impacts of routing-packet broadcast are observed 

for the other scenarios. Figure A1 (Pages 16 and 17) in APPENDIX shows the same three 

charts in each row for each of the other scenarios. As in the figure, for the threshold values 

that correspond less than 100,000 routing packets in each scenario, the variation of the average 

139



InfoDyn Routing, October 25, 2001 

 

delays is within 1 ms and that of STDs is within 5 ms. Note that these numb ers are the scale 

units in the delay and STD charts, respectively. 
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Figure 4 Impact of varying the threshold in Scenario N3                                                                                 
(when using the InfoDyn scheme w/ the best α )          

The average delay and STD range from 152.0 to 161.9 ms and from 89.7 to 109.1 ms, 

respectively, in the best cases of using the InfoDyn scheme (with the best α ) in all scenarios 

when routing packets are broadcast. Compared with this best case for each scenario, the 

InfoDyn STSS case with the same best α  leads to increases in the average delay and STD by 

up to 0.1 ms and 0.3 ms, respectively. The reason why these increases are small is that the 

impact of a routing packet on routing quality is transient: the encountered link delay estimated 

by the receiving node using the delay measurement contained in the packet soon becomes the 

steady-state value. These results indicate that each node may not need to broadcast link-delay 

measurements when using the InfoDyn scheme. 

4.2.3  Impact of varying the α  value 

There are two possible sources for the routing-quality improvement: use of the long-term 

steady-state link-delay means and link-delay estimation with the exponential delay-mean 

change. To see the influence of each of these factors, we first set α  to infinity. Then, the link -

delay means are used without any change in route determination.  In the InfoDyn STSS case, 
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this Static-Routing case leads to up to 5 % and 18 % increases in the average delay and STD, 

respectively, in four scenarios and 2 % and 9 % decreases, respectively, in one scenario 

compared with the best cases of using SPF. These results mean that the use of the link-delay 

means is not a source of routing-quality improvement in most cases. However, the use of the 

best α  results in 4 to 11 % and 7 to 22 % decreases in the average delay and STD, 

respectively, in all scenarios compared with these Static-Routing cases. These results indicate 

that the selection of the α  value is crucial for routing-quality improvement. 

The best routing quality is achieved with the same α  across all scenarios in the case of using 

the same threshold value or in the InfoDyn STSS case. For example, Figure 5 shows the 

effects of using different α  values in Scenario N3 in the InfoDyn STSS case. The left and 

right charts indicate the changes in the average delay and STD, respectively, depending on the 

α  value. As in the figure, the average delay and STD increase as the α  value used becomes 

more and more different from the value (1000) for the best result. Similar trends are observed 

for the other scenarios. Figure A2 (Pages 18 and 19) in APPENDIX shows the same two 

charts in each row for each of the other scenarios. Therefore, if we can find the best or a near-

best setting in one case, we may reduce the average delay and STD by using the same setting in 

other cases. In fact, the range of the α  value for routing-quality improvement is wide. Table 2 

shows the α  ranges of the InfoDyn STSS cases in all scenarios that lead to decreases in the 

average delay with respect to the best SPF cases. Therefore, the parameter tuning is not 

required. 
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Figure 5 Impact of varying the α  value in Scenario N3                                                                                      
(in the InfoDyn STSS case) 
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Table 2 α  Ranges of the InfoDyn STSS cases leading to decreases in the average RT 

delay wrt the best SPF cases 

Rate (Circled if Routing Quality is Improved) Scenario 
Static Route 100,000 10,000 1,000 100 10 1 0 

N0 O O O O O O   
N1  O O O O O   
N2    O O O   
N3    O O    
N4    O O    

 

5.  Related Work 

Typically delays vary and change rapidly in a network. For example, at a fine-grained level, the 

characteristics of the Internet are highly dynamic [Agrawala, 1998]. Such dynamics in networks 

make it difficult to estimate encountered link delays. Many researchers have investigated the 

dynamic behavior of networks such as the dynamics of end-to-end Internet packet delays. 

[Agrawala, 1998; Labowitz, 1998; Paxson, 1999; Pointek, 1997; Sanghi, 1993]. 

For statistical uncertainty modeling concerning information estimation, there are two basic 

approaches: modeling based on past observations followed by extrapolation, and modeling via 

the analysis of factors that determine the information at the target estimation time. An 

example of the first modeling approach is a time-series model such as an AutoRegressive 

Integrated Moving Average (ARIMA) model [Box, 1994; Chatfield, 1984]. An example of the 

second is a regression model for factor(s)-and-effect information pairs (or tuples). The 

parameters of both modeling approaches can be estimated using least-squares fitting [Trivedi, 

1982]. 

6.  Conclusion and Future Work 

Our preliminary results indicate that our approach is promising. When we compared our 

routing scheme based on a new link-delay-estimation technique with SPF via simulation for 

various FTP-workload scenarios with the NSF-T1-backbone network topology, we found that 

our routing scheme could achieve 100 % reductions in routing traffic with 3 to 8 % decreases 

of the average round-trip delay per packet in high-load conditions.  
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These routing-traffic reduction and routing-quality improvement resulted from the estimation 

of future (encountered) link delays based on the dynamics of the expected link delay given an 

instantaneous link-delay measurement, and from the consideration of the dynamic usefulness 

of the link -delay measurement via this estimation. Hence these benefits demonstrate the 

effectiveness of the information-dynamics framework. 

We plan to characterize the situations where we can improve link -state routing by using our 

information-dynamics approach. For this research, we plan to further investigate the 

effectiveness of our routing scheme via extensive simulation studies with different patterns of 

dynamic workload and/or with different parameter settings for the network. We will try 

random scenarios created by enabling random parameters such as the average number of 

packets per FTP connection and the average delay between connections. In addition to FTP 

workload, we will try other types of workload. Also, we will create and try scenarios with 

different levels of load condition to investigate the relationship between load level and the 

benefit of using our scheme. In addition, we will try higher and/or different link-bandwidth 

and propagation-delay values. Based on the results of these studies, we will determine the 

characteristics of the situations that lead to significant routing-traffic reductions with routing-

quality enhancements in the case of using our approach, compared with standard link-state 

routing.  

Each node needs to estimate the steady-state value of each link in order for our approach to be 

practical. Our preliminary results indicate that each node may compute the sample mean of the 

delay of each local link using the standard approach for a long period of time, and flood the 

sample mean periodically (but, at a lower frequency) so that all other nodes can use it as the 

steady-state value. We will also study different ways to compute the sample mean and provide 

a guideline for the computation.  
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([a], [b], and [c]: Scenario N0) 
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([d], [e], and [f]: Scenario N1) 
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([g], [h], and [i]: Scenario N2) 
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([j], [k], and [l]: Scenario N4) 

Figure A1 Impact of varying the threshold in Scenarios N0, N1, N2, and N4                                                                                 
(when using the InfoDyn scheme w/ the best α ) 
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([a] and [b]: Scenario N0) 
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([c] and [d]: Scenario N1) 
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([e] and [f]: Scenario N2) 
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([g] and [h]: Scenario N4) 

Figure A2 Impact of varying the α  value in Scenarios N0, N1, N2, and N4                                                                                        
(In the InfoDyn STSS cases) 
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